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Disclaimer
This Post-Election Report (“deliverable”) has been prepared by PricewaterhouseCoopers ABN 52 780 433 757 (“PwC”) pursuant to 
an agreement for the procurement of specified procedures in relation to iVote for  the 2019 NSW State general election between 
PwC and the NSWEC dated 1 February 2019.

This deliverable is based on information made available to PwC up to the date of this deliverable and PwC reserves the right to 
amend its opinions, if necessary, based on factual information that comes to PwC’s attention after that date. For the purposes of 
preparing this deliverable, reliance has been placed on information and instructions provided to PwC. PwC has not sought to verify 
the accuracy or completeness of the information made available.  

This deliverable has been prepared for the sole use of NSWEC, and is subject to the limitations, exclusions and qualifications 
described in it and in PwC’s agreement with NSWEC.  PwC, its partners, its agents and servants specifically deny any liability 
whatsoever to any other party who may use or rely on the whole, or any part, of this deliverable or to the parties to whom it is
addressed for the use, whether in whole or in part, for any purpose other than those agreed with PwC. This deliverable should not 
be used for any other purpose without PwC’s prior written consent.

PwC does not accept any duty of care (whether in contract, tort (including negligence) or otherwise) to any person other than
NSWEC, and will not be responsible for any loss suffered by a third party who relies upon this deliverable.

It is the responsibility of NSWEC to determine whether PwC’s engagement satisfies NSWEC’s obligations to appoint an 
independent auditor to perform certain services under section 156 of the Electoral Act 2017 (NSW) and any other requirements in 
that Act applicable to the appointment or role of the independent auditor.

Liability limited by a scheme approved under Professional Standards Legislation.
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Background

The NSW Electoral Commission’s online and telephone voting
platform, iVote, was first used in the 2011 state general
election, and has been subsequently used in the 2015 state
general election and a number of by-elections. The iVote
platform has three key components - the registration and
credential management system, the voting system and the
verification system.

Prior to the 2019 NSW State Election, the NSW Electoral
Commission (“NSWEC”) undertook a significant refresh and
uplift of the iVote. A key driver for this was to increase
transparency to the voters and the political party scrutineers.
Additionally, Section 156 of the Electoral Act 2017 requires the
NSWEC to appoint an independent auditor to:

• conduct audits of the information technology used under the
procedures approved in accordance with section 155 of the
Act; and

• provide the results of those audits to the NSWEC:
• at least 7 days before voting commences in the

Election (“pre-election Report”); and
• within 60 days after the return of the writs for the

Election (“post-election Report”).

June 2019
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In order to drive transparency and meet the requirement
of the Electoral Act 2017, the NSWEC has developed a
control assessment framework which draws guidance
from the Electoral Council of Australia and New Zealand
(“ECANZ”) principles and a number of best practice
processes to help protect the security and integrity of the
system. The best practice frameworks used to create the
controls include:

I. Voluntary Voting Systems Guidelines (“VVSG”)
published by National Institute of Standards and
Technology (“NIST”), USA;

II. ISO27001:2013 Information Security - Appendix A
Clauses; and

III. Council of Europe recommendations on standards
for e-voting.

To assist the Electoral Commissioner fulfil their
obligation to engage an independent person under
section 156 of the Electoral Act 2017, the NSWEC has
engaged PwC to perform the procedures specified in the
Control Assessment Framework in relation to iVote.
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The NSWEC, in consultation with PricewaterhouseCoopers
(PwC), has specified the procedures to be undertaken by
PwC, and these procedures are set out in the Control
Assessment Framework (“Framework”) in Appendix A.
PwC has performed the specified procedures during the
fieldwork through a mix of inquiry, document review,
system review and observations. The engagement was
divided into two phases – pre and post election.

# Deliverable Description

1 Audit Plan 
(Completed)

The audit plan outlines the 
activities that PwC will 
perform along with the 
timelines.  The audit plan is 
published on the NSWEC 
website.

2 Pre-Election Report 
(Submitted – 01 March 
2019)

Pre-election report outlines 
PwC’s findings in relation to 
each procedure, where an 
exception is noted for the 
procedures performed prior 
to the Election. The fieldwork 
for this report was completed 
on 21 February 2019.

3 Post-Election Report 
(Completed – this 
report)

Post-election report provides 
PwC’s findings in relation to 
each procedure, where an 
exception is noted. 
The fieldwork for this report 
was completed on 19 April 
2019.

Objective and scope Deliverable

Phase 1

• Performed specified
procedures as per
agreed test procedures
defined in the
framework before the
Election.

• Documented the results
in the “pre-election
report” (submitted on
01 March, 2019).

Phase 2

• Performed specified
procedures as per
agreed test procedures
defined in the
framework both during
and after the Election.

• Documented the results
in the “post-election
report (this report).
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Scope exclusions

PwC’s engagement does not constitute an audit in
accordance with Australian Auditing Standards or a review in
accordance with Australian Auditing Standards applicable to
review engagements. Accordingly, no such assurance is
provided in this deliverable.

PwC is not required, as part of its engagement, to provide
any recommendations on the current control design, nor does
the engagement require PwC to design any future controls.
All control design decisions are the sole responsibility of the
NSWEC management.

In order to conduct the engagement, PwC did not get
involved in or had undertaken any of the following activities:
• Determining whether a person is an "eligible elector"

within the meaning of section 152 of the Act.
• Approving procedures for technology assisted voting in

accordance with section 155 of the Act.
• Providing or sourcing the information technology used

under the approved procedures.
• Reviewing the source code underlying such information

technology.
• Performing the role of “independent monitor” within the

meaning of section 157 of the Act.
• Reviewing the devices used by a voter and the accuracy

of the conversion of inputs provided by devices into iVote.
June 2019
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Additionally, while PwC performed the specified procedures
set out in the Framework, PwC did not perform those
procedures in relation to the following elements of iVote:
• Design and operational effectiveness of the legal,

operational and technical Standards for e-Voting.
• Design and operational effectiveness of the cyber security

controls in place to protect iVote.
• Design and operational effectiveness of the cyber security

monitoring and protection mechanisms in place during live
voting.

• Design and operational effectiveness of the controls in
place to prevent fraudulent or inaccurate online voting.

• Review of the system architecture and supporting
infrastructure.

• Review of NSWEC’s alignment to the Australian Privacy
Principles or any other privacy laws or policies.

Lastly, PwC did not and will not assess the adequacy of
NSWEC’s information technology security testing, nor will
PwC otherwise manage the risk of critical failure in iVote
caused by a Distributed Denial-of-Service attack or other
adverse event. It is a matter for the NSWEC, and the third
party contractors used in operating iVote, to ensure that
iVote operates as intended.
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Procedures performed by PwC

The NSWEC Control Framework consists of 133 controls across 25 control objectives. For pre-election report, PwC initiated 
fieldwork on 4 February 2019, and performed the specified procedures during the fieldwork through a mix of inquiry, document 
review, system review and observations. PwC closed the fieldwork for the pre-election report on 21 February 2019, and reported 
the results of specified procedures performed until the closure of fieldwork in the pre-election report. 

The results of the lockdown and election and post-election procedures are reported in the post-election report (this report).

Following is the status of specified procedures, at the closure of fieldwork for the post-election report (19 April 2019):

Please refer to Appendix A for NSWEC Control Assessment Framework.

9
June 2019

Control Assessment Framework

B C Number of 
additional 
procedures 
performed

DTotal Number 
of specified 
procedures in 
the NSWEC 
Control 
Assessment 
Framework

A

133 45 133

Number of 
specified 
procedures 
reported in the 
Pre-election 
report

4

Number of 
specified 
procedures 
completed by 10 
March 2019 and 
reported in this 
report (post-
election report)
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Key iVote systems (overview)

iVote is NSW Electoral Commission’s online and telephone voting platform, which was first used in the 2011 state general
election, and has been subsequently used in the 2015 state general election and a number of by-elections. iVote platform
consists of different systems, which enables a voter to perform registration, vote and then verify his vote. For security
considerations, all these components are hosted and managed by different entities.

1. iVote - registration and credential management
system

Developed by: NSW Electoral Commission
Hosted and Managed by: Secure Logic (Service Provider)

The registration and credential management system is
developed by NSWEC to allow the voter to apply to vote using
iVote. Once the voter has successfully applied, the credential
management system receives the application from the
registration system and creates an iVote number for the voter.

2. iVote - voting system (Comprised of networked
and air-gapped offline component)
Developed by: Scytl
Hosted and Managed by: Network component - Secure
Agility (Service Provider), Air-gapped offline component -
managed by NSWEC.

The networked component of the voting system is supplied by
the service provider - Scytl, and hosted by NSWEC’s service
provider, Secure Agility. It provide voters with a secure
platform to cast their vote online or by using the telephone. To
enter the voting website, users must enter their iVote number
and password created by them while applying for iVote
registration. Once they submit their vote, it is securely
transferred to the voting system to be included in the
electronic ballot box. The user receives a receipt and can
lookup on the assurance receipt portal to verify if their vote
has been received by the voting system.

The air-gapped offline component of the voting system is
hosted by NSWEC and is used for the creation of the
encryption keys, voting system configurations, creation of
admin and electoral board, and is used for key voting
procedures such as cleansing, mixing and decryption.
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3. iVote - assurance system
Developed by: Scytl
Hosted and Managed by: AC3

The assurance system provides the voters with two different
methods to verify their vote - the verification mobile application
and the telephone verification. In addition, the assurance
system maintains copies of the receipts from the voting system.
The assurance system is hosted by NSWEC’s service provider
AC3.

Key iVote systems (overview)  (Cont.)

iVote is NSW Electoral Commission’s online and telephone voting platform, which was first used in the 2011 state general
election, and has been subsequently used in the 2015 state general election and a number of by-elections. iVote platform
consists of different systems, which enables a voter to perform registration, vote and then verify his vote. For security
considerations, all these components are hosted and managed by different entities.
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1. Lockdown procedures
The purpose of the lockdown procedures, is to disable all
users from the servers except for one administrator whose
password is split

. In the lockdown mode, all operating system
accounts, except one for each environment, will be locked
out. The remaining account password will be re-set and
split

2. Creation of the  administrator board
The creation of the administrator board included
appointment of 5 members of ivote administrators. Each of
the 5 members are provided with their private keys. A
quorum of 2 members is required before any decision is
made with regards to any change in the system, or access
of the air-gapped offline component of iVote.

3. Creation of the electoral board
The creation of the electoral board included appointment
of 6 members of executive management. Each of the 6
members are provided with their private keys. A quorum of
3 members is required before any decision is made with
regards to any change in the system, pausing of voting
and unlock of any component of iVote..

12
June 2019

Key iVote processes (Overview) 

NSW Electoral Commission established and performed a number of processes and procedures to enhance the confidentiality,
integrity and availability of the iVote platform.

4. Logic and accuracy testing
The purpose of the logic and accuracy test is to ensure all
parts of the iVote platform are functioning correctly prior to
the start of voting and the NSWEC is confident in the
functioning of the iVote platform.

5. Cleansing process
The cleansing process includes marking the valid votes
(removing the votes cast by voters who have voted through
another channel), ensuring one vote per voter, validating
the integrity of the vote and removing any voter related
information from the vote.

6. Mixing and mixing proofs
Mixing is the process of anonymising the voters by ensuring
that the votes that have been cast cannot be reconciled
with the number of iVote applications. The output of the
mixing process is shuffled and re-encrypted votes.

The mixing proof (verifiable mixnet) is the mathematical
proof of the error-free completion of the mixing of encrypted
votes, and provides confirmation that the mixing process
has not corrupted the votes in any way.
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Lockdown procedures 
The purpose of the lockdown procedure is to disable all users from the servers except for one administrator whose password is
split . Throughout the period of the review, PwC observed the lockdown 
procedure for each of the Registration and Credential Management, Voting, and Assurance systems. 

June 2019

Lockdown Procedures observed

1. Lockdown (registration and
credential management):
9 February  2019

• Disable the administrator account
• Disable the domain accounts on the

domain controller
• Change the password of the

lockdown admin account on all three
domains

• Disable all local users, except the
standard local administrator on the
management servers

3. Lockdown (Assurance System) :
7 March 2019

• Configure the lockdown administrator
account with 2FA using a Yubikey

• Disable all local users, except the
lockdown administrator account.

2. Lockdown (voting system):
7 March  2019

• Disable the administrator account
• Disable the domain accounts on the

domain controller
• Configure the lockdown administrator

account with a 2FA token
• Change the password of the

Lockdown Admin account
• Disable all local users, except the

lockdown administrator account.
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Ref Finding

1 Incorrect name used during the identification of duplicate or invalid votes.

2 Absence of full multi-lingual support in iVote. 

3 Unresolved findings from the accessibility testing of iVote platform.

4 Voter information was not deleted from the registration system.

5 A key component of the iVote platform is in-house developed.

6 Lack of adequate coverage of Security Incident and Event Monitoring (SIEM) system.

7 Absence of  in the security incident and event management (SIEM), until fixed upon highlighting the 
issue.

8 WAF Logs and  SIEM are not synced to the same time zone for the registration system logs.

9 Background checks for employees of a critical supplier not performed.

10 Lack of adequate security awareness in the call centre.

11 Inadequate resolution action for the issues identified during the performance testing.

12 Absence of an up-to-date patch management policy.

14
June 2019

Following are the summarised headline findings, based on the specified procedures completed until 19 April 2019. The detailed 
findings are contained in section 3 of this document. The findings have not been assigned any risk rating as this report is being 
issued post elections. 

Summary of findings (post-election report)
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Ref Finding

13 Undocumented configuration changes were made to the Registration and Credential Management System in 
production.

14 Mechanism to ensure voters use up-to-date mobile app is not implemented.

15 Deficient password practices followed for the iVote platform.

16 User-IDs were not disabled during the lockdown procedures.

17  on air-gapped (offline) computers was not disabled.

18 Lack of review of firewall rules to ensure only authorised network traffic is allowed.

19 File Integrity Monitor service was stopped during the lockdown period.

20 Deficiency in the firewall hardening to protect iVote from malicious network traffic.

21 Deficient configuration of anti-virus software and opportunity to improve anti-virus

22 Lack of adherence to physical security controls and security monitoring at one of the data centres hosting iVote.

23 Deficient reporting of events and incidents by the service providers.

Following are the summarised headline findings, based on the specified procedures completed until 19 April 2019. The detailed
findings are contained in section 3 of this document. The findings have not been assigned any risk rating as this report is being 
issued post elections. 

Summary of findings (post-election report)
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Ref Finding

24 Inadequate time provided to the voters for the verification of votes.

25 Lack of adherence to the removable media procedures at one of the data centres hosting iVote.

26 Deficiency in the monitoring of the system heath and the capacity utilisation of iVote - registration and credential 
management system.

27 Absence of verification by the service provider before enabling privileged interface of iVote.

Following are the summarised headline findings, based on the specified procedures completed until 19 April 2019. The detailed
findings are contained in section 3 of this document. The findings have not been assigned any risk rating as this report is being 
issued post elections. 

Summary of findings (post-election report)
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Following are the summarised headline findings and their status after re-testing, based on the procedures performed for pre-
election report which was submitted on March 1, 2019.

47
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S.No Finding Risk Re-test 
Results

1 Application to configure and manage the iVote assurance system, is publicly accessible from the internet. Extreme Closed

2 Lack of adequate protection and safeguards to protect against . High Open

3 Absence of adequate security use-case for security monitoring and intelligence. Refer finding 6 in the post-
election report.

High Open

4 Lack of to secure the NSWEC iVote Environment. High Open

5 Lack of on devices used to manage NSWEC iVote assurance system. High Open

6 Lockdown procedures performed without disabling ccount. High Open

7 Non-essential services and accounts are left enabled on registration and credential management system 
during the lockdown.

High Open

8 Inventory of IT assets, such as applications, and software has not been maintained. Usage of unlicensed 
software to perform lockdown procedures noted.

Moderate Closed

9 iVote - registration system is Moderate Open

10 Privacy Impact Assessments for iVote systems and processes have  not been conducted. Moderate Open

11 The Information Security Policy has not been updated or reviewed since 2015. Low Closed

12 IT policies and procedures are not being periodically reviewed and updated. Low Open

Summary of findings (pre-election report)

Refer Appendix G for NSWEC Risk Assessment Matrix.
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Control Assessment Framework (1/5) 

Overview

In the lead up to the 2019 State General Election, the NSWEC undertook a 
significant refresh and uplift of iVote. A key driver for this refresh was to 
increase transparency for voters and political party scrutineers. 

In order to drive transparency and meet the requirement of the Electoral Act 
2017, the NSWEC worked to develop a controls framework drawing on 
guidance from the Electoral Council of Australia and New Zealand (ECANZ) 
principles and a number of best practice processes to help protect the 
security and integrity of the system. The best practice frameworks used to 
create the controls included:

(i) Voluntary Voting Systems Guidelines (VVSG) published by NIST;
(ii) ISO27001:2013 Information Security - Appendix A Clauses; and
(iii) Council of Europe (CoE) recommendations on standards for e-
voting.

The Framework has the following components:
1. 25 Control objective covering areas such as accuracy, integrity, usability, 

cybersecurity, and privacy.
2. 133 Controls and associated test procedures. 
3. Each control objective has an associated reference to CoE (Council of 

Europe recommendations), VVSG and ISO 27001. 

This framework was used by PwC to perform the specified procedures and 
the tests were reported in pre-election report (published on March 1, 2019) 
and post-election report (this report).
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Prior to voting

The NSWEC undertook a number of key steps prior to the commencement of voting in order to prepare and secure the system, 
such as; limiting system access during voting (with their approved third party providers: Secure Logic, AC3 and Secure Agility),
creating an electoral board to create and share the private key used to encrypt & decrypt the votes, and undertaking a test vote
scenario. These steps were observed by PwC as part of this engagement and have been documented at a high-level below. It 
should be noted that vendor security due diligence has not been conducted as a part of this review.

iVote system lock down 
• Lockdown of the registration and credential management system:

○ The third party hosting provider of the registration and credential management system (Secure Logic) removed all 
access to servers except sole administration user account. The system was hosted by Secure Logic.

○ The sole administration user password was reset and split for security purposes  
. 

• Lockdown of the voting system:
○ The third party hosting provider of the voting system (Secure Agility) removed all access to servers except sole 

administration user account. The voting system was hosted by Secure Agility in their data centres.
○ The sole administration user password was reset and split for security purposes  

. 
• Lockdown of the assurance system:

○ The third party hosting provider of the assurance system (AC3) removed all access to servers except sole 
administration user account. The assurance system was hosted by AC3.

○ The sole administration user password was reset and the two factor authentication is applied.  

June 2019

Key iVote processes (1/2) 
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• Creation of the Electoral Board:
○ 6 members of Executive Management were appointed and the private key was shared amongst them on smart 

cards. A quorum of 3 members was required to construct the private key necessary for decrypting the votes.
• Completion of the election system build on the voting system and assurance system. 
• Generation of test vote credentials.
• Printing of the test vote entry sheets.
• Proofing of the iVote ballots sheets (iVote online and Interactive Voice Response (IVR)).
• Test votes cast using iVote voting website and IVR.
• Verification of test votes by phone.
• Verification of votes using the verification app
• Completion of test votes.
• Download of test vote ballot box and transferred to an offline machine for decryption.
• Quorum of Electoral Board (3 members) provided the key for decryption. 

Close of voting
• Review of votes cast using iVote vs votes cast at pre-poll locations and accepted postal votes. In the event of 

duplications, votes cast using iVote were removed. 
• Decryption ceremony with quorum of Electoral Board (3 members).
• Decryption of votes.
• The comparison of the receipts in the voting system with the receipts from the assurance system was performed.

Post election
• System cleansing, including removal of votes and test votes and reactivation of system administrators.
• Checking of log integrity and checking logs for evidence of any tampering.

June 2019

Key iVote processes (2/2) 
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Following is the list of incident which occurred during the lockdown period – 11 February 2019 to 24 March 2019.

1. 11 February: iVote applications including the
encrypted password/pin not being saved fully.

2. 12 February: No iVote applications were being
sent to credential management from registration
system.

3. 13 February: A number of electors who are not
registered as Silent electors on the Electoral Roll
incorrectly selected as “Silent”.

4. 21 February: Multiple incidents including DB
replication from prod to DR, logging of

, logging of
.

5. 28 February: Failure of database replication from
primary production to Disaster Recovery (DR)
instance.

Planned downtime and iVote registration system unavailability 
to voters from 11 Feb, 11:30 AM to Feb 12, 3 PM.  

Planned downtime and iVote registration system unavailability 
to voters from 12 Feb, 02:17 PM to 04:32 PM.

No impact in terms of outage or downtime of iVote platform. 

Planned downtime and iVote - registration system 
unavailability to voters from 5:30 PM to 9:00 PM.  

Planned downtime and iVote - registration system  
unavailability to voters for 5.5 hours. 

Incident Details 

Incident(s) Impact
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Following is the list of incident which occurred during the lockdown period – 11 February 2019 to 24 March 2019.

Planned downtime and iVote - registration and credential 
management  unavailability to voters during the unlock for 
8.5 hours. 

Planned downtime and iVote - registration and credential 
management unavailability to voters during the unlock 
from 10:30 AM to 3:00 PM. Successful recovery of the 
passwords/ PINs   

No impact in terms of outage or downtime of iVote 
platform.

No impact in terms of outage or downtime of iVote 
platform.

No impact in terms of outage or downtime of iVote 
platform.

Unplanned service degradation. 

Incident Details 

6. 05 March: Credential management system was
unresponsive.

7. 09 March: Loss of passwords/PINs due to a defect
in the web service call. Recovery of the
passwords/PINs required.

8. 09, 10 March: iVote voting and assurance system
logs could not be read

9. 11 March: Issue with the voter’s session
management and update of the voter’s activity
status.

10. 13 March: Excessive consumption in
credential manager.

11. 13 March: Significant Degradation in landing page
and Registration System.

Incident(s) Impact
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Following is the list of incident which occurred during the lockdown period – 11 February 2019 to 24 March 2019.

Unplanned service degradation and increase in voter calls 
to reset the passwords. 

No impact in terms of outage or downtime of iVote 
platform.

Unplanned service degradation and unplanned downtime 
of the call centre service for 1.5 hours.  

Unplanned service degradation impacting the voter 
registration. 

Unplanned service degradation and impact on the voter 
registration. 

Unplanned service degradation and impact on voting. 

No impact in terms of outage or downtime of iVote 
platform.

Incident Details 

12. 13, 14 March: Excessive CAPTCHA trigger due to
deficient configuration.

13. 16 March: Maintenance to address performance
and capacity concerns.

14. 18 March: Call centre and online application
performance issues.

15. 22 March: Online applications intermittently slow
and/or unresponsive.

16. 23 March: Registration system performance and
availability issues.

17. 23 March: Voting system performance and
availability issues.

18. 24 March: Unable to download voter keys extract
through user interface.

Incident(s) Impact
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1. 12 February 2019

2. 21 February 2019

3. 28 February 2019

4. 5 March, 2019

5. 8 March, 2019

6. 13 March, 2019

7. 16 March, 2019

8. 18 March, 2019

9. 18 March, 2019

10. 22 March 2019

11. 23 March 2019

12. 24 March 2019

62

Incidental Unlock procedures 
In addition to lockdown procedures, 19 incidental unlock procedures were also observed by PwC team. These incidental 
unlocks were performed for implementation of changes, investigation of logs, investigation of incidents and troubleshooting. 
Each unlock procedure included unlock of the servers by entering the split password by two senior members of NSWEC 
electoral board, performance of the specified activity and then implementation of the lockdown procedure. 

Following are the incident unlock and lockdown procedures observed by PwC:

June 2019

Incidental Unlock Procedures 

1. 8 March 2019

2. 11 March 2019

3. 13 March 2019

4. 16 March 2019

1. 8 March 2019

2. 9 March 2019

3. 14 March 2019

Registration and Credential
Management System Voting System Assurance System
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iVote - registration and credential management system
The registration and credential management system comprises of two main components and developed by NSWEC to allow the 
voter to register to vote using iVote, and to manage the voters iVote application. The registration system is an internet facing
system that verifies the voters eligibility for iVote against the NSW voting roll. Once the voter has been successfully verified the 
credential management system receives the application from the registration system and creates an iVote number for the voter.

iVote - voting system
The voting system is supplied by the service provider Scytl and hosted by NSWEC’s service provider Secure Agility. The voting
system provides voters with a secure platform to cast their vote online or by telephone.

Voting website
To enter the voting website users must enter their iVote number and the password they created when they applied for iVote. The 
voter can vote on the Legislative Council and Legislative Assembly ballots. Once they submit their vote, it is securely transferred to 
the voting system to be included in the electronic ballot box. The user receives a receipt and can lookup on the assurance receipt 
portal to check their vote has been received by the voting system. In addition the assurance system provides the ability for voters to 
verify that their vote has been stored correctly (see iVote assurance system below).

Telephone voting
Voters have the ability to securely cast their vote via mobile or landline telephone using the Interactive Voice Response (IVR) 
platform that is part of the Scytl system. An iVote receipt is generated and can be checked in the same way as that of web voting 
receipt.

iVote - assurance system
The assurance system providers users with two different methods to verify their vote - the verification application and via the 
telephone verification for those who had voted using IVR. In addition, the assurance system maintain copies of the receipts from
the voting system. The assurance system is hosted by NSWEC’s service provider AC3.

iVote systems overview
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File Integrity Monitor
 is implemented on registration and credential management system and acts as a file integrity monitoring tool. The tool 

monitors the integrity of files by performing comparisons to determine file configurations, additions, deletions and changes. This 
comprehensive log monitoring supports daily audit of logs and NSWEC’s internal reporting. 

Access Management 
NSWEC performed a lockdown procedure on each of their core systems (registration, voting, and assurance) prior to the 
election (refer to Appendix B: iVote processes).

DDoS Protection
NSWEC have implemented  against DDoS 
attacks.

Vulnerability Management 
NSWEC performed vulnerability assessment of registration and credential management system . The 
vulnerabilities were then fixed by application of patches. The patch levels of voting and assurance systems were checked by 
comparing the version of installed packages with CVE scorecards. The vulnerability assessment exercise was performed prior 
to the lockdown. 

Penetration Testing
NSWEC perform both internal and external penetration testing on all iVote systems (registration, voting, and assurance). The 
objective of the exercises was to identify network level and application level vulnerabilities. The penetration testing exercises 
were performed prior to the lockdown. 

June 2019

Security Systems Overview
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NSWEC Risk Assessment Matrix (1/2)

Following is the NSWEC Risk Assessment Matrix, which was used to quantify the risk of the identified findings.
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NSWEC Risk Assessment Matrix (2/2)
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