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1 Introduction

Modern democratic governance is built upon a foundation of free and fair elections.

Trust in the election process requires that election systems are both fair and seen
to be fair. As described by cryptographer and security expert Bruce Schneier: [1]

“Elections serve two purposes. First, and most obvious, they are how
we choose a winner. But second, and equally important, they convince
the loser—and all the supporters—that he or she lost. To achieve the first
purpose, the voting system must be fair and accurate. To achieve the
second one, it must be shown to be fair and accurate.”

In order to meet these objectives, a well designed election system requires both
accuracy in its count, and accessibility to the average voter. The system must make
it possible to prove that the result of an election is correct, and this proof must be
accessible and understandable by the losing candidates and the voters who supported
them.

Australia is a representative democracy with elections at a federal and state level
occurring approximately every three to four years. Voting in these elections is com-
pulsory, and candidates are selected using preferential voting systems.

Australia was the first country to introduce the secret ballot, which provides privacy
to voters at polling places and preventing them from being coerced into voting for
certain candidates. The voting system used for federal elections predominantly uses
paper ballots and hand-counting, performed in the presence of candidate-appointed
observers.

The existing system for determining election results in Australia is, for the most part,
secure, accurate and understandable by the average voter. This thesis explores the
design of electronic voting systems designed to achieve these same goals, while also
improving on the existing system in the areas of counting speed, accuracy, tamper
resistance and accessibility.

An electronic ballot can provide improved accessibility for certain voter demograph-
ics, such as the blind or vision-impaired. When using the existing paper-based
voting system, these voters are required to rely on assistance to cast a vote, and
are therefore not afforded a secret ballot. Electronic voting can provide these voters
with the ability to vote without assistance.

An electronic voting system can also provide faster election results. An initial count
can be performed in the seconds following the closure of polls, and the speed of
final results is significantly improved even with the addition of paper re-counts or
risk-limiting audits.
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Electronic voting systems have seen limited use within Australian elections, most
prominently for State Elections in Victoria (2014), New South Wales (2015) and
Western Australia (2017), along with trials of electronic voting systems in federal
elections in 2007.

This thesis presents an analysis of the iVote electronic voting system used for the
2017 Western Australian State Election (iVote WA), outlining a number of security
risks introduced by the use of cloud-based distributed denial of service mitigation.

In addition, this thesis presents the results of a cross-sectional survey of Australian
voters regarding levels of trust for three voting systems: the existing paper-based
system used for Australian federal elections, the iVote WA system, and the vVote
system used for the 2014 Victorian State Election.

The analysis of iVote, combined with the survey results, are used to inform a re-
commendation for future research and public policy regarding the use of electronic
voting systems in Australian federal elections.

Structure

The remainder of this thesis is organised as follows: Section 2 provides background
information and an overview of related work; Section 3 provides an analysis of the
iVote online voting system used for the WA State Election; Section 4 introduces a
research plan for a cross-sectional survey of Australian voters regarding their level
of trust in three different election systems; and Section 6 concludes.
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2 Background and Related Work

This section provides necessary background information and context regarding elec-
tronic voting systems. Section 2.1 describes the formal definition of trusted and
trustworthy systems. Section 2.2 provides design requirements for an well-designed
voting system, definitions for electronic voting systems which will be used through-
out this thesis, and an explanation of the unique security problems faced by elec-
tronic voting systems. Section 2.3 provides background to the voting system used
for Australian federal elections, case studies of previous elections, and implications
for the design of electronic voting systems.

Section 2.4 contains the first review of related work, with an overview of a seminal
paper by Ronald Rivest. Section 2.5 continues with a paper by Stark and Wagner
on Evidence-Based Elections. Section 2.6 contains case studies and related work
on poll-site electronic voting systems (as defined in Section 2.2), and Section 2.7
provides the same for remote online voting systems.

Following this section, the reader should have a firm understanding of the necessary
background and context regarding electronic voting systems.

2.1 Trustworthy Systems

In computer security, the concept of trusted systems is used to describe systems or
components which are relied upon to meet a given security goal or policy [2|. For
example, a network device such as a Data Diode may provide one-way transfer of
data between networks of differing security classifications [3, 4|. The device is there-
fore a trusted system: if it does not behave as intended, the security assumptions
governing it and other connected systems will be broken.

A trustworthy system is one where there is some level assurance that the trust placed
in the system is well-founded [5]. For example, an analysis using formal methods
may provide assurance that the system will behave as expected, and is therefore
worthy of being trusted to meet a given security or safety goal [6].

When it comes to an election system, the concept of trust can also be applied using
its general English definition: the ability of voters to have faith in the design and
operation of the system and the election results produced by it. In order for an
election system to be worthwhile, voters must trust that the result provided by the
system is an accurate representation of the will of the voters.

For the purposes of this thesis, this latter usage of the word trust can be assumed
if provided without additional qualification. Where the formal security definition of
trusted or trustworthy are used, these will be identified as such.
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2.2 Design of Election Systems
2.2.1 Characteristics of a Well-Designed Voting System

A well-designed voting system should provide the following four features [7, §|:

Accuracy. The result of an election should accurately reflect the intent of the par-
ticipating voters, and should be robust against errors introduced during the
vote counting process.

Tamper Resistance. A voting system should be secure against attempts to directly
or indirectly manipulate the outcome by any individual or group, including
voters, candidates, or election officials.

Privacy and Anonymity. A voting system should be designed in such a way that a
vote cannot be connected with the identity of the voter. If it was possible to
link the identity of a voter and a completed ballot, they would be vulnerable
to coercion methods such as bribery (vote buying) or threats. Anonymity
protects voters from being coerced into voting for a particular candidate or

party.

Accessibility. The voting system should make it possible for all eligible voters to cast
a ballot without incurring undue inconvenience or hardship, regardless of age,
background, or physical ability. In addition, the design of the voting system
itself should be transparent, accessible and understandable by voters, such
that the average voter can accept the result of the election has been fairly
determined.

It is possible to define additional characteristics which are desirable in a voting
system, but these four requirements will be used as a basis for the systems discussed
in this thesis.

2.2.2 Possible Design Compromises

The design of a voting system can often result in a trade-off between the above
features. For example, a common remote voting method is the postal vote, where
a voter places a completed ballot in an envelope and mails it to a central location
to be counted. This is an important measure for providing voting accessibility to
expatriates, travellers, and other voters who cannot attend a physical polling place
on the day of the election.
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As a trade-off for this accessibility, postal voting has an adverse affect on the require-
ment for voter privacy and tamper resistance. The use of physical polling locations
under the control of government officials (polling places) is designed to protect voter
privacy and prevent the manipulation of paper ballots after they have been cast
[9, 10]. Postal voting does not provide this same protection: as the marking and
casting of the ballot takes place at an uncontrolled location such as the voter’s
home, it is therefore impossible to guarantee voter privacy, or that the ballot was
not tampered with after being marked by the voter.

This balance between competing priorities has parallels with other aspects of com-
puter security, where it is common for the design of electronic systems to encounter
unavoidable trade-offs between security and usability [11, 12].

A well-designed voting system must identify where design priorities may compete,
and should be transparent regarding any trade-offs made in favour of one feature
over another.

2.2.3 Electronic Voting Systems
Electronic voting systems can be broadly divided into two categories [13]:

Poll-Site Electronic Voting. Voters still physically attend a polling place, but ballots
are cast and counted electronically.

Remote Online Voting. Votes are typically cast remotely using a personal device,
using the internet as a transfer method.

Examples of both categories of electronic voting system can be found in jurisdictions
around the world, and a review of existing work on these systems is provided in
Sections 2.6 and 2.7.

2.2.4 Voting: A Unique Security Problem

The requirements of a democratic election present a unique security and privacy
problem [14]. Voters must be identified before voting, in order to ensure that only
eligible voters can cast a ballot, and can do so only once. Simultaneously, voters
must remain anonymous both during and after the election—if it were possible to
link the identity of a voter with a completed ballot, it would be possible to bribe or
coerce voters into voting for particular candidates.

The design of voting systems has evolved over centuries to incorporate security
features that are now often taken for granted in modern elections: government-
controlled polling places to provide protection against voter coercion [7]; the secret



2 Background and Related Work 6

ballot to protect voter privacy |9]; candidate-appointed scrutineers to oversee voting
and vote counting [15]; and independent bodies responsible for drawing electoral
boundaries and managing voter registration [16].

Electronic voting is frequently seen as a logical next step for the design and execu-
tion of democratic elections, and it is often taken as given that the use of electronic
systems will increase the speed and accuracy of vote counting [17, 18|. However,
reliance on electronic systems (and the software which governs their operation) in-
troduces additional complexity and risk to voting systems [19, 20, 21|. This issue is
discussed in greater detail in Section 2.4.

Of the two broad categories of electronic voting systems, remote online voting re-
ceives a significant amount of attention. The problem of remote online voting is
often seen by observers as equivalent in complexity to e-commerce or online banking
[17, 18|. However, the security problems faced by these systems are not comparable
to those faced by a voting system, primarily due to the requirement that the identity
of voters remain anonymous, even from the voting system itself [22, 23, 24, 14].

The following foreword by Josh Benaloh from Microsoft Research succinctly sum-
marises the unique security problems faced by elections [7:

One of the most difficult aspects of elections is their extraordinary trust
and privacy requirements. Most security systems protect insiders from
outsiders. When a credit card is transmitted to make an online pur-
chase, the principal threats are from third-parties who might wish to
compromise the privacy or the integrity of the transaction. In contrast,
every participant in an election system is potentially malicious |...|

Election officials should not know how individuals voted, and voters
should not be able to show others how they voted. Indeed, the excep-
tional privacy requirement that voters be unable to reveal their votes—even
if they desire to do so—makes voting especially difficult.

During the 2013 Australian federal election, a loss of almost 1,400 Western Aus-
tralian Senate ballots resulted in a Special Election being held several months after
polling day. As a result of this, the Federal Joint Standing Committee on Electoral
Matters produced a number of reports regarding the conduct of the election.

In a foreword for a report assessing electronic voting options for future elections,
the chair of the Committee, MP Tony Smith, noted [25]:

After hearing from a range of experts, and surveying the international
electoral landscapes it is clear to me that Australia is not in a position to
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introduce any large-scale system of electronic voting in the near future
without catastrophically compromising our electoral integrity. |...]

Given we complete so many transactions online, I am often asked why
voting should be any different. My answer to that is that voting once
every three years to determine our democratic destiny is not an everyday
transaction.

Not only do we have the right to a ballot; we have rightly enshrined
within our system the right to a secret vote. Voting at a booth in a
polling place guarantees this; voting over the internet threatens this.

When discussing the security and privacy issues associated with electronic voting
systems, it is important to distinguish between poll-site electronic voting systems
and remote online voting systems. The former retains the benefits of controlled
polling places for casting ballots, while the latter suffers from fundamental privacy
issues which are common to all remote voting methods [13|. These issues are dis-
cussed in greater detail in Sections 2.6 and 2.7.

2.2.5 Voter Trust and and the Perceived Legitimacy of Elections

A fundamental requirement of any voting system is to produce the correct outcome,
such that the result of the election reflects the will of the voters who participated.
In addition, the voting system must sufficiently convince voters that the result of
the election did indeed reflect their will [1, 14].

Producing the correct outcome, therefore, can be considered a necessary but not
sufficient condition for a well designed voting system. In order to properly convince
the electorate that the election was legitimate, the system must be designed in such
a way that voters can be satisfied their votes were received and counted correctly.

This aspect of voting systems—the need for voters to trust that the outcome was
fairly determined—has gained increased prominence in the wake of the 2016 Pres-
idential Elections in the United States |26, 27, 28|, and the 2017 General Election
in Kenya [29, 30]. In France and the Netherlands, use of electronic voting systems
has been cancelled due to a perceived risk of attack by outside parties [31, 32].

In the Australian context, a substantial minority of Australians express doubts about
the integrity of the electoral process and outcome [33|, an issue which may threaten
the perceived legitimacy of future elections. This issue is explored in greater detail
in Section 2.3.5.
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Voting Systems as Critical Infrastructure

On 6 January 2017, the U.S. Department of Homeland Security announced that
U.S. election infrastructure would be designated as critical infrastructure, placing
election systems in the same category as the energy sector and nuclear facilities
[34, 35]. Within the international community, it is widely accepted that no nation-
state should attack another country’s critical infrastructure during peacetime [36].

This announcement followed recommendations for a change in classification from a
number of prominent security experts including Shackelford et al., who noted that
attacks against election infrastructure and voting systems do not need to successfully
manipulate election results in order to be effective [21]:

[T|here are an array of attack vectors that impact election security. And
regardless of the success of hackers making use of these vulnerabilities,
depending on the motivation of those involved, trust in the results may
be undermined. Simply put, the attacker might not care who wins;
the losing side believing that the election was stolen from them may be
equally, if not more, valuable.

In Australia, security researchers including Roland Wen, Vanessa Teague, and Richard
Buckland have recommended that electronic voting systems be required to meet
higher standards for security and robustness than are required of commercial in-
formation technology systems. In their submission to the Inquiry into the 2010
federal election, they make the following recommendation [37]:

E-election systems must be developed using best practices for mission
critical systems rather than standard practices for commercial I'T sys-
tems.

Systems designated as mission-critical are subject to significantly higher standards
of design, engineering, and testing than those designed for commercial use, where
cost efficiency is often a primary driver, and security is one of many secondary
considerations |5, 6.

In recent years, the prevalence of highly publicised computer security breaches has
reinforced the difficulty of protecting publicly-accessible information systems from
sophisticated attackers. In addition, the nature of democratic elections and their
impact on global geopolitics means an increased likelihood that an attack, if one
occurs, will be instigated by a nation state attacker.

Given these issues, the accuracy and security of voting systems and their perception
by voters is a topic of increasing relevance.
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2.3 The Australian Federal Election System
2.3.1 Voting Systems of the Parliament of Australia

Australia is a parliamentary democracy with a bicameral parliament, consisting of
the House of Representatives (the lower house) and the Senate (the upper house).
The House of Representatives consists of 150 members elected from single-member
electorates, which are designed to be approximately equal in population. The Senate
consists of 76 members: 12 from each of the States and two from each Territory.

Elections in Australia have changed significantly since the first parliamentary elec-
tions were held in 1843 for the New South Wales Legislative Council. Australia was
the first country to introduce the secret ballot (then known as the Australian Ballot
due to its novelty), providing privacy to voters at polling places and preventing coer-
cion of voters [7]. The body responsible for conducting federal elections in Australia
is the Australian Electoral Commission (AEC), an independent statutory authority
[16].

Within Australian parliaments, two types of voting system are currently in use [38|:

Preferential Voting This voting system is used to elect members to the House of
Representatives. Also known as Alternative Vote or Instant Runoff Voting
(IRV), preferential voting allows a voter to mark candidates in order of pref-
erence. Votes are initially allocated to the first preference candidate, and
then progressively allocated to subsequent candidates as earlier preferences
are eliminated from the count.

Single Transferable Vote (STV) Used for Senate elections, STV is a form of Propor-
tional Representation, and intends to ensure that each party win seats in the
Senate roughly in proportion to the percentage of voters who supported them.

Voting in Australian federal elections is compulsory for all enrolled citizens over 18
years of age, one of only 10 countries in the world to enforce such a system [39, 40].
The use of compulsory voting, combined with preferential and STV voting systems,
results in a unique set of requirements for any electronic voting system designed to
replace the existing paper-based system in Australia.

In particular, the voting method used for Senate elections is notable for the large
ballot papers involved, due to the significant number of candidates. During the 2013
federal election, Senate ballot papers had to be limited to 1.02 metres in width by
the Australian Electoral Commission, in order to ensure that voters could fit them
in the polling booth [41, 42].
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Preferential Voting and Signature Attacks

Because Australia’s voting system involves preferential voting with many candidates,
it is susceptible to a particular method of voter coercion known as a signature attack
or “Italian attack”, which targets preferential candidate selections in order to reveal
the identities of voters [43, 44, 45].

To perform a signature attack, the attacker instructs a voter to cast a ballot with a
particular sequence of preferences: beginning with the attacker’s choice of candidate,
followed by a particular ordering of candidates who have very low support rates. This
is likely to result in a near-unique combination of preferences, thereby identifying the
voters with a high likelihood. If the attacker is subsequently able to view completed
ballots (for example, as an election scrutineer or volunteer), the attacker can identify
the unique signature and thereby determine whether or not the voter followed their
instructions.

The use of preferential voting with large candidate pools makes Australian elections
particularly susceptible to signature attacks, and therefore has implications for the
design of electronic voting systems for use in Australian elections. Although some
techniques have been developed to provide protection against signature attacks [44],
many existing electronic voting systems remain susceptible [46, 47, 48, 49|. This
issue will be discussed in greater detail in Section 2.6.

Voter Accessibility and the Secret Ballot

A significant drawback of the existing paper-based voting system used for Australian
federal elections is the fact that blind or visually impaired people are not afforded
a secret ballot: they are required to seek help at a polling place and ask for a poll
worker to complete a ballot on their behalf, or to dial a phone number and tell an
operator which candidate they wish to vote for [13]. This has resulted in a number
of calls for electronic voting to be implemented in order to allow blind and visually
impaired persons access to a secret ballot [13, 50].

Increasing use of Early Voting

Early voting is defined as votes cast prior to election day, and is restricted to voters
who meet one of several criteria defined by the AEC, including: being interstate
or overseas, travelling, unable to leave their workplace to vote on election day, in
hospital, or possessing a reasonable fear for their safety [51]. Early votes can be cast
in person at an early voting centre, through a postal vote, or through a telephone
voting system designed for vision-impaired voters.
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During the 2013 federal election, over 3.7 million voters cast their ballots using early
voting, comprising 27% of all voters. This number has increased from 15% and 18%
in the 2007 and 2010 federal elections, respectively [52].

Of the 3.7 million early voting ballots cast in the 2013 federal election, 1.3 were
postal votes, and 2,832 votes were cast via the AEC’s existing telephone voting
solution for voters with vision impairments [52]..

2.3.2 The 2007 Federal Election: Electronic Voting Trials

The 2007 Australian Federal Election was the first of its kind to allow any sort of
electronic voting 13, 53].

Two trials were conducted: one of a poll-site electronic voting system for blind and
low vision electors, and one of a remote online voting system for Australian Defence
Force (ADF) personnel based overseas. The latter was conducted using the Defence
Restricted Network (DRN), and was therefore not accessible from the wider internet
[13, 53].

According to the Federal Joint Standing Committee on Electoral Matters (JSCEM),
the outcome of the trial resulted in an average cost per vote cast of $2,597 for
electronically assisted voting for blind and low vision electors, and $1,159 for remote
online voting for ADF personnel via the DRN. This compared to an average cost
per vote of $8.36 for ordinary paper ballots.

Based on the outcomes of these trials, the JSCEM made a recommendation that the
systems not be continued at future federal elections [13, 53].

2.3.3 The 2013 Federal Election: Lost Senate Ballots

The 2013 Australian Federal Election took place on 7 September 2013. During the
election, 1,370 completed Western Australian Senate ballot papers were misplaced
prior to inclusion in the final tally, an error which was not discovered until a recount
was undertaken due to the closeness of the initial result [54].

The discovery of lost ballots led to the results of the election being voided by the
High Court of Australia (sitting as the Court of Disputed Returns), and a Special
Election being held in Western Australia on 5 April 2014 in order obtain fresh Senate
results [55, 56|. This situation was unprecedented for an Australian federal election.

After the election, the JSCEM produced a number of reports regarding the conduct
of the election, with the final report delivered in April 2015, shortly after the 2015
New South Wales State Election (described in more detail in Section 2.7.5). In a
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foreword for the final report, the chair of the Committee, MP Tony Smith, summar-
ised the Committee’s position on the use of electronic voting as a solution to the
issues encountered during the 2013 election [57]:

The Committee analysed the benefits and risks associated with electronic
electoral processes both in Australia and internationally. We concluded
that to introduce large-scale electronic voting in the near future would
dangerously compromise federal electoral integrity. Subsequent events at
the 2015 New South Wales state election with the iVote system suggest
that the Committee’s cautious approach was warranted.

2.3.4 The 2016 Federal Election: Optical Scanning and Counting Delays

The 2016 Australian Federal Election was a double dissolution election, with both
houses of parliament being dissolved and all members subject to re-election [58|.
The election was also the first to use a new Senate voting process, requiring more
complexity to the vote count and prompting the AEC to use optical character re-
cognition for input of Senate ballots [59, 60].

The election resulted in an extremely close vote count, with eight days elapsing
before the governing party in the House of Representatives could be determined
with sufficient confidence. The final outcome in the Senate took over four weeks to
be determined.

These unprecedented delays led to renewed calls for the widespread adoption of
electronic voting in Australia, as a means to ensure that future elections would not
be subject to the same issues |18, 17, 61, 62].

2.3.5 Electoral Integrity Project Study: The Australian Voter Experience

A study was conducted by Karp et al. in order to capture the views of a represent-
ative sample of Australian voters before and after the 2016 Federal Election [33].
The study was commissioned by the Australian Electoral Commission, and was con-
ducted by members of the Electoral Integrity Project. The study involved a panel
survey of voters, asking about their expeirence when voting, perceptions of the in-
tegrity and convenience of the registration and voting process, and confidence in the
administration of elections.

The study highlighted three major findings. The first was that a majority of Aus-
tralians expressed confidence in the electoral process, with two-thirds of respondents
stating that they were ‘very’ or ‘somewhat’ satisfied with the fairness of Australian
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elections. A majority of respondents were satisfied with the AEC’s ability to con-
duct elections, ensure accurate counting of ballots, and to maintain the privacy and
anonyminity of voters [33].

The second finding was that a substantial minority of Australians expressed doubts
about the integrity of the electoral process and outcome, with about a quarter of all
respondents believing that fraud occurs ‘usually’ or ‘always’ during Australian elec-
tions. The proportion of respondents with this belief increased among supporters of
minor parties, and voters who were less educated, female, or of younger generations
[33].

As noted by Karp et al. , and as discussed in Section 2.2.5, this finding is significant
because of the impact that voter perception of the voting process can have on the
perceived legitimacy of election results [33]:

These perceptions matter. Respondents who thought that electoral fraud
was common were also significantly more likely to believe that Australian
elections are conducted unfairly and that electoral laws were unfair, were
less confident in the AEC and poll-workers, less trusting in the Australian
parliament, political parties, and politicians, more politically cynical in
their attitudes, and less satisfied with the overall performance of Aus-
tralian democracy.

Doubts about the integrity of elections, whether these perceptions are true
or false, can undermine public faith in the legitimacy of the democratic
process.

The third and final finding from the study related to specific registration and voting
facilities, including potential reforms such as increased use of online voter registra-
tion and electronic voting systems [33]. On average, voters who responded to the
survey did not find it difficult to vote at existing polling stations. A majority of
respondents, however, believed that the existing Australian voting system is too
complicated, and should be simplified. A similar proportion of respondents com-
mented on the time taken to release election results.

Significantly, the survey identified a high degree of support for online voting, which
was most prominent among younger voters and those familiar with technology. A
majority of voters (61%) responded that they were confident that security and pri-
vacy of the vote can be maintained in online voting systems. There was a strong link
between a respondent’s familiarity with eCommerce and /or online banking systems,
and subsequent confidence in online voting [33]:

As one would expect, familiarity with online shopping and/or banking is
strongly associated with higher confidence in online voting technologies.
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As shown in Table 32 more than half of those never shopping or banking
online exhibit no confidence at all in online voting, whereas only 10%
show high confidence. The numbers are almost reversed for people who
shop or bank online once a week.

As discussed in Section 2.2.4, it is common for online voting systems to be seen as
a comparable security challenge to internet-based eCommerce or banking systems.

2.4 Software Independence

The term “software independence” was introduced by Ronald Rivest with regard to
voting systems, in one of the seminal works on electronic voting systems [19]. As

defined by Rivest:

A woting system is software-independent if an (undetected) change or
error its software cannot cause an undetectable change or error in an
election outcome.

It is generally accepted that in any large and complex system (a definition which
describes most software) finding every error is almost impossible [19, 63]. Detecting
malicious modification of software can be even more difficult, as noted by Ken
Thompson in his seminal essay Reflections on Trusting Trust |64]. In this essay,
Thompson provides an example of a maliciously modified source code compiler which
will propagate a “back door” into any compiled software, making it invisible from
even the most thorough source code review:

You can’t trust code that you did not totally create yourself. (Especially
code from companies that employ people like me.) No amount of source-
level verification or scrutiny will protect you from using untrusted code.

Because of these issues, it is essential that voting systems be designed in such a
way that errors or malicious actions can be detected and corrected when they occur.
Rivest summarises this with the maxim: “Verify the outcome, not the equipment.”

|63

Rivest also introduced the concept of weak and strong software independence.
Weak software independence describes systems where any change or error in the
election outcome can be detected, but it cannot be corrected without repeating
the voting process. Strong software independence provides for both detection and
correction of errors, without having to re-run the election.
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There are several examples of strongly software-independent voting systems, and
these examples fall into two general categories: systems with a voter-verifiable paper
record, and cryptographic voting systems.

Any system with a voter-verifiable paper record, which allows for the election result
to be corrected through a recount or audit of the paper ballots, meets Rivest’s
definition for a strongly software-independent system [63].

Similarly, a number of modern cryptographic voting systems have been proposed
which meet the requirements for strong software independence. Some such systems
are known as “End-to-End Verifiable Voting Systems” or E2E systems, a definition
which has the following requirements [63]:

e A voter may verify that their vote is cast as intended,
e Anyone may verify that a given vote is collected as cast, and

e Anyone may verify that the votes are counted as collected.

Some cryptographic voting systems only meet the definition for weak software in-
dependence. A voter using these systems has the ability to detect and prove that
their vote was incorrectly recorded or counted, but recovery is not possible without
re-running the election.

2.5 Evidence-Based Elections

In their 2012 paper, Stark and Wagner propose a framework for the design and use
of voting systems known as Fuvidence-Based Elections, summarised by the simple
equation: “Evidence = auditability + auditing” [20]

The framework proposed by Stark and Wagner consists of three parts:

1. Strongly software-independent voting systems (as discussed in Section 2.4);

2. Compliance audits to ensure that audit records are being correctly protected,
ensuring the ability to conduct a full hand count of the audit trail if necessary;
and

3. Risk-limiting audits to verify portions of the audit records and verify that any
electronic result is sufficiently supported by the audit trail.
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Stark and Wagner are critical of existing approaches in the United States for provid-
ing official certification of voting systems by election officials, and selecting voting
systems based on these certifications,. They note that these approaches increase the
cost of voting systems without meaningfully improving the ability of election results
to be audited and verified [20].

These increased costs can manifest in jurisdictions being reluctant to purchase new
voting equipment, resulting in obsolete equipment being used long past the point
at which it should have been replaced. In addition, the high up-front costs of
undergoing certification can limit competition and result in regulatory capture by
existing providers [20].

As an alternative, Stark and Wagner suggest that requiring local election officials to
conduct compliance and risk-limiting audits would be more effective in ensuring the
accuracy of election outcomes, in addition to providing an incentive to use voting
equipment which allows for compliance and risk-limiting audits to be conducted
with a minimum of difficulty and cost [20].

2.6 Poll-Site Electronic Voting Systems
2.6.1 Definition and Considerations

Poll-site electronic voting systems maintain the use of government-controlled polling
sites, but involve the use of electronic means for casting the ballot, counting votes,
or both. These systems may or may not produce a ‘paper trail’ for later auditing of
election results.

Poll-site electronic voting systems have been in use for many decades. Some systems
simply provide an electronic interface for printing a paper ballot, which is then cast
in the normal manner. Others systems rely on punch cards for casting a ballot, and
then use electronic counting systems to speed up vote tallying [65].

Some poll-site electronic voting systems are regarded as end-to-end auditable or end-
to-end voter verifiable (E2E), as described in Section 2.4. An E2E system requires
strong levels of integrity, verifiability, and tamper-resistance [7]. Such systems often
produce a paper ballot or receipt (a “paper trail”) in combination with an electronic
tally, which allows for a manual recount or audit to be conducted if required.

2.6.2 Direct Recording Electronic (DRE) Systems

Direct Recording Electronic (DRE) systems involve both electronic ballot casting
and electronic vote counting, and early systems did not produce any form of paper
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Fig. 1. The Diebold AccuVote TS Direct Recording Electronic voting machine. [68|

trail for auditing purposes. A number of significant security flaws have been dis-
covered in popular DRE systems [8, 66, 67, 14|, and the use of such systems have
been discontinued in a number of countries including the Netherlands, Ireland and
Germany |7].

A major concern with the use of DRE systems is the inability to verify the correct
recording and counting of votes, as there is often no “paper trail” generated in order
to allow for auditing of the vote count. Because of the reliance on software to
accurately record and tally ballots, and their inability to perform manual auditing,
such systems do not meet the definition of software-independent systems as defined
in Section 2.4.

DRE voting systems gained prominence in the United States following the 2000
Presidential Election and subsequent Bush v Gore lawsuit, which led to calls for
electronic voting to be used in favour of the existing punch-card system. Diebold
Election Systems was a major manufacturer of DRE voting systems during this
period, with the Diebold AccuVote-TS voting machine being used by up to 10% of
registered voters during the 2006 mid-term elections [68]. An example of this system
can be seen in Figure 1.

Studies of the AccuVote-TS voting machine showed a number of significant security
vulnerabilities, showing that an attacker could fully compromise the machine with
brief physical access either to the system itself, or merely the memory cards used
to transfer completed ballots [8]. Such a compromise could be crafted as a com-
puter ‘worm’ to spread automatically between machines when memory cards were
exchanged [68]. In addition, the design of the system meant that any malicious code
had full access to audit logging, making detection impossible if the attacker was
competent [8, 68|.
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2.6.3 ThreeBallot

The ThreeBallot voting system was designed by Ronald Rivest in order to illustrate
the principles of E2E verifiable voting systems, without using cryptography. Instead,
the ThreeBallot system relies upon voters casting three ballots: exactly two in
favour of a candidate to support them, and exactly once in favour of a candidate
to oppose them [69]. Each ballot is also marked with a unique ballot ID number,
generated randomly.

After casting three ballots, the voter retains a copy of one of the cast ballots as
a receipt, selected at random. This receipt can later be used to verify that the
corresponding ballot was included in the count, by checking that the unique ballot
ID number appears in the list of accepted ballots, and contains the correct vote.
This provides a mechanism for detecting if votes are manipulated or deleted. This
retained ballot cannot be used to prove how the voter voted (and therefore cannot
be used to buy or coerce votes), because there is no guarantee as to which of the
three votes the receipt corresponds to.

The ThreeBallot system was designed primarily for pedagogic purposes, and was
not proposed as a practical voting system [69]. Indeed, the design of ThreeBallot
was shown by Strauss to be vulnerable to correlation attacks if the election consists
of more than a simple Yes or No question on the ballot [70, 71].

The ThreeBallot system would be difficult to apply to Australian preferential elec-
tions, as it is designed for use in first-past-the-post voting systems where a voter
selects only one candidate.

2.6.4 Scantegrity

The Scantegrity voting system was proposed by Chaum et al. in 2008, and is de-
signed to provide an E2E verifiable voting system without significant changes to the
way voters in the United States traditionally completed ballots [46]. Scantegrity
combines the cryptographic principles used by other E2E voting systems with the
paper ballots and optical scan machines commonly in use in the United States, and
was designed in such a way that no new equipment would be required at polling
places [46].

The Scantegrity system is designed to provide an identical voter experience to exist-
ing optical scan systems, where a voter marks a specially designed ballot and feeds
it into an optical scanner for central counting. The major departure from existing
optical scan systems is the use of a receipt for voters to take home and verify that the
vote was correctly recorded and tallied. This focus on simplicity and voter experi-
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Fig. 2: An example of a Scantegrity ballot.

ence was an intentional attempt to improve the acceptance of E2E voting systems,
which had historically required expensive changes to existing voting processes [46].

A later system named Scantegrity II improved on this design by using invisible ink
markers, providing several benefits to voter security including immunity to subtle
coercion methods such as the signature attack or “Italian attack” [46]. The Scanteg-
rity I system was successfully used for a 2009 municipal election in Takoma Park,
Maryland, marking the first time a poll site E2E verifiable voting system had been
used in a binding government election |72, 73].

The Takoma Park municipal election uses a preferential Instant Runoff Voting sys-
tem, allowing voters to rank candidates in order of preference. The Scantegrity
implementation of this voting system involved each ballot containing a grid of cells
to be marked, with each row denoting a specific candidate, and each column denot-
ing a specific preference. Therefore, each ballot consisted of a grid of N x N cells,
where N was the total number of candidates on the ballot. This implementation
resulted in some confusion by voters, with an exit survey showing that some voters
had difficulty understanding how to mark a preferential ballot [72].

This design has implications for the use of the Scantegrity design in Australian
elections, where large numbers of candidates are common. As noted by Culnane et
al., elections to the upper houses of Australian parliaments typically involve around
30 candidates, and a 30 by 30 grid of cells may be too complicated for an average
voter [49]. Such complexity may thereby negatively impact the accessibility of the
voting system.
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2.6.5 STAR-Vote

STAR-Vote is a poll-site E2E electronic voting system which is designed provide a
DRE-style interface to the voter, but is software independent, with a voter-verifiable
audit trail and full end-to-end verifiability [74].

STAR-Vote was the result of collaboration between the Travis County (Austin),
Texas elections office, and a number of high profile voting security experts. The
STAR-Vote system is designed such that no part of the system is trusted. The
system is intended to be robust to unintentional errors or intentional tampering
by any party or device in the system, including voters, election officials, and the
electronic devices used to enter, print, and scan ballots [74].

Within a polling place, STAR-Vote uses a local wired network which is not connected
to the Internet or to any other external networks. The system uses distributed
hash chains to provide redundancy between records produced by machines in the
system, and uses homomorphic encryption in order to allow the tallying of votes
without the counting system being able to see individual ballots, combined with an
implementation of the “Benaloh challenge” which allows voters to test the system
with a completed ballot prior to casting their final vote, in order to verify that the
system is working correctly [74, 75].

The STAR-Vote system is designed to be used with risk-limiting audits (as described
in Section 2.5), in order to ensure that any errors or tampering can be both detected
and corrected. STAR-Vote therefore fulfils the requirements for Rivest’s definition
of strong software independence, as discussed in Section 2.4.

In 2017, Pereira and Wallach demonstrated improvements to the processes surround-
ing use of the STAR-Vote system, which would mitigate classes of attack known as
“clash attacks” against the end-to-end verifiability of the system [76].

The design of STAR-Vote is not currently usable for Australian elections, as it
is dependent on cryptographic techniques such as homomorphic tallying and zero
knowledge proofs which are designed for ballots where only one selection is made—all
candidates on a given ballot are either a one (selected) or a zero (not selected).
This would not be appropriate for the preferential and STV voting systems used in
Australian elections, as discussed in Section 2.3.1.

2.6.6 Prét a Voter

Prét & Voter is an E2E verifiable voting system which employs a split ballot paper
and randomised candidate lists for each ballot. Only one half of the ballot contains
the printed randomised candidate list, with this half being destroyed before a vote
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is cast [77, 78]. The remainder of the ballot contains only the voter markings for
the specific candidate ordering they were provided, along with a cryptographic value
which can be used to recreate the original candidate ordering and therefore determine
which candidates were voted for.

Because of this cryptographic protection of candidate ordering, a voter can retain a
copy of the marked portion of the ballot, which does not show candidate names and
therefore cannot be trivially used in vote buying or coercion attacks. However, this
method of masking candidates is susceptible to signature attacks or “Italian attacks”
as described in Section 2.3.1 [46, 47, 48].

The Prét a Voter system has been modified over the years to include support for
additional election methods, including the preferential (IRV) and Single Transferable
Vote (STV) systems used for Australian Elections [48, 79].

2.6.7 vVote: The 2014 Victorian State Election

For the 2014 Victorian State Election, a modified version of Prét a Voter was em-
ployed for the vVote poll-site electronic voting system [80, 81, 82, 49, 79, 83|. The
system accepted a total of 1121 votes, encompassing supervised polling places inside
Victoria and at the Australian High Commission in London.

The vVote system employs a split ballot, an example of which can be seen in Figure
3. The example shows the two portions of the ballot: the left-hand side displays
the randomly permuted candidate list, and the right-hand side displays the voter’s
preferences for those candidates, entered from 1 - 7. During the election, the voter
obtains the candidate list from election officials, scans the QR code in a provided
touch-screen system, and then enters their desired preferences. The voter then
obtains a “preference receipt” which lists the voter’s numbered preferences, but not
the candidate names [82].

The security of the vVote system requires that the left-hand side of the ballot be
removed and destroyed immediately after the vote has been cast, in order to ensure
that no party can reconstruct the voter’s completed vote using the candidate list
[49]. Both sides contain a unique serial number, which allows the voter to later
verify that the vote was cast and recorded correctly, by reproducing the specific
permutation of candidates that the voter saw on the left-hand side of the ballot.

After receiving a blank ballot but before completing it, a voter has the ability to
perform a “Benaloh challenge” to ensure that the ballot is correctly formed, i.e. that
the randomly permuted candidate list is correctly stored in the public ledger which
holds all of the encrypted candidate lists for later verification [49]. If the ballot is
checked in this manner, it must then be destroyed and replaced with a new ballot.
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Fig. 3: An example of a vVote ballot. [49]
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Following the 2014 Victorian State Election, the Electoral Matters Committee con-
ducted an Inquiry into electronic voting which produced a number of recommend-
ations based on the experience using vVote and other electronic voting systems in
other Australian jurisdictions, particularly the iVote remote online voting system
used in New South Wales and Western Australia [83]. These recommendations in-
cluded in-principle support for a remote online voting targeted at a limited category
of electors, including electors with vision impairments and electors who are unable
to vote in-person on election day and would otherwise have to use a postal vote.

The Committee also recommended the establishment of an Electronic Voting Board,
including experts in electronic voting and representatives from registered political
parties, to oversee security arrangements for any remote voting system used in sub-
sequent elections [83].

In a foreword to the Committee’s report, Chair Louise Asher MP made the following
observation [83]:

The Committee examined the different electronic options currently avail-
able across a number of Australian states and also examined a number of
international case studies. With the exception of Estonia, many coun-
tries in the world are now moving away from electronic voting in the
light of significant security concerns.

In a submission to the Electoral Matters Committee inquiry, Ronald Wen and
Richard Buckland made a number of observations regarding perceived flaws in the
vVote system as used for the 2014 election, including the complexity of the system,
the risk of compromises to voter privacy due to modifications made to the original
Prét a Voter design, and an over-reliance on verifiability rather than prevention of
failures [84].

2.7 Remote Online Voting Systems
2.7.1 Definition and Considerations

Remote online voting systems involve voting performed remotely via electronic
means, typically using the internet as a transport mechanism. This process is sim-
ilar to the ‘postal vote’ offered in many jurisdictions for voters who cannot attend
a polling place on election day.

In most remote online voting systems, voters can use personal electronic devices such
as desktop PCs or smartphones in order to cast a ballot. Some systems also require
an application to be downloaded by the user for use when voting, while others are
web-based and use standard web browsers to conduct the voting process.
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Remote Voting

As a remote voting system, where voters cast a ballot in an uncontrolled location,
this method of voting suffers from an inherent problem: it is difficult or impossible
to prove that a completed ballot was cast without coercion [7|. This problem is
inherent to any voting method where a voter can cast a ballot remotely, rather than
at a polling place. For example, a voter casting a ballot at home can be threatened,
bribed or otherwise coerced into voting for a particular candidate by an acquaintance
or family member, without this coercion being easily detectable by authorities.

These security concerns were summarised by Ronald Rivest in 2001, in the context
of elections in the United States [85]:

Our largest security problem is likely to be absentee ballots. Absentee
voting has increased dramatically over the past decade. Indeed, some
states, such as Oregon, vote entirely by mail. Remote electronic voting
can be viewed as a version of absentee voting.

In my opinion, however, by allowing such an increase in absentee voting
we have sacrificed too much security for the sake of voter convenience.
While voters should certainly be allowed to vote by absentee ballot in
cases of need, allowing voting by absentee ballot merely for convenience
seems wrong-headed. I would prefer seeing “Voting Day” instituted as
a national holiday to seeing the widespread adoption of unsupervised
absentee or remote electronic voting.

As discussed in Section 2.3.1, an increasing number of voters in Australian elections
are opting to vote using early voting methods, which encompasses remote postal
voting. The number of voters using early voting has increased from 15% of ballots
in 2007, to 27% in 2013.

Security of Voter Devices

Remote electronic voting raises additional issues above those posed by any remote
voting system. These issues are due to the personal electronic devices owned by
voters and used to cast ballots [86].

Modern cyber attacks have reinforced the difficulty of preventing general-purpose
electronic devices from being compromised by sophisticated attackers, even for or-
ganisations with significant resources. In addition, the nature of elections and their
impact on international politics suggests that any threat to a voting system is more
likely to be a sophisticated attacker such as a nation state than would be true for
other electronic systems [87, 26, 88§].
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This is a risk shared by all remote online voting systems: it is almost impossible to
ensure the security and provenance of the devices used to cast ballots, and devices
which have been compromised by an attacker may be used to view or modify ballots
without any immediate indication to the voter [86]. In addition, voters may have no
way to tell whether a vote was cast correctly if the systems they are using for voter
verification have also been compromised.

Voter Participation

A common argument for the use of online voting systems is that it may increase
voter participation, particularly among younger voters (89, 90, 91].

This perceived benefit of online voting has been disputed, with Oostveen and Bes-
selaar concluding in 2004 that increased use of electronic voting systems will not
influence turnout, and Bochsler finding in 2010 that the use of online voting in Es-
tonia mostly substituted for existing votes at physical polling places, rather than
increasing turnout [92, 93|.

2.7.2 The Estonian I-Voting System

Estonia was the first country in the world to utilise widespread online voting for
binding elections, in 2005. As of 2011, the number of voters utilising this voting
method has increased 14-fold to reach 140,000 votes (a quarter of all votes cast),
from less than 10,000 nationally in the 2005 local elections [94, 95].

There were three “Pillars of Success” for online voting in Estonia, according to Vinkel
[94]:

Open Receptive Society Estonia is a small country by both population and landmass,
has widespread government use of technology services, and high levels of public
trust in technology and government use of these services.

Secure Remote e-Authentication (elD) The Estonian electronic identity card is man-
datory for all citizens and permanent residents over the age of 15. The card
includes two RSA public/private key pairs with corresponding user PINs, used
for secure authentication with government services and signing digital docu-
ments.

Compliance with Electoral Principles Legislation was designed to ensure that the prin-
ciples of voting secrecy were met through the I-Voting system. This includes
the feature that a voter may cast multiple ballots electronically, with only the
most recent taking precedence, or a paper ballot if one is cast on voting day.
This is intended as a safeguard against voter coercion.
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Fig. 4. The two-envelope method implemented using public key encryption. [94]

The Estonian I-Voting system can be most easily understood as the digital equivalent
of the “two-envelope” method employed in many jurisdictions (including Australia)
for postal voting [94]. An graphical description of this system can be seen in Figure
4.

When using this method for a postal vote, a voter inserts a completed ballot inside
of an envelope free of any markings which may identify the voter. Next, the voter
places this unmarked envelope inside of another envelope, this time including an
identifier showing who they are and allowing the electoral authorities to check them
against the voter roll. When the envelope is received, the outer envelope (containing
the identification of the voter) is removed, and used to verify that the voter is eligible
to vote. The second envelope remains sealed while being transferred to a separate
location for counting. This intends to ensure that the voter’s identity cannot be
connected with the completed ballot at any point during and after the election.

The Estonian online voting system implements this process digitally, using asym-
metric encryption [94]. The voter’s filled ballot is first encrypted using the public
key of the Estonian National Electoral Committee, then digitally signed using the
private key stored on the voter’s electronic identification card. Upon receipt, the
signature is verified as belonging to an eligible voter, and the encrypted ballot is
then sent to be counted.

Only during the counting process is the National Electoral Committee private key
used to decrypt the ballots and allow for the vote to be tallied. By ensuring that
ballots are kept encrypted until counting and with correct key management, this
mechanism aims to ensure that a voter cannot be connected with a completed ballot.

During the Estonian local elections in 2013, a group of security researchers attended
as observers, performing interviews with election staff, code reviews of the I-Voting
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software, and tests of the I-Voting software on a laboratory system [86].

The researchers identified a number of security flaws, including operational security
issues which could allow for compromise of the counting servers used to tally votes,
the risk of voter devices being compromised, and methods for circumventing the
[-Voting voter verification system [86]. In addition, the researchers specifically iden-
tified the risk that a state actor such as Russia might have the ability to compromise
the voting system [86]:

We conclude that there are multiple ways that state-level attackers, soph-
isticated online criminals, or dishonest insiders could successfully attack
the Estonian [-voting system. Such an attacker could plausibly change
votes, compromise the secret ballot, disrupt elections, or cast doubt on
the integrity of results. These problems are difficult to mitigate, because
they stem from basic architectural choices and fundamental limitations
on the security and transparency that can be provided by procedural
controls. For these reasons, we recommend that Estonia discontinue the
[-voting system.

In October 2017, it was reported that 750,000 Estonian digital ID cards contained a
vulnerability allowing practical factorisation of the RSA private keys used to encrypt
and sign votes for the Estonian online voting system [96, 97|. This vulnerability
was due to a flaw in an RSA algorithm for generating RSA key pairs developed
by Infineon, and discovered by Nemec et al. [98]. News of this vulnerability led
Estonian officials to require all card holders to refresh their ID cards with new keys

99, 100].

2.7.3 The Helios Online Voting System

The Helios system was first described by Adida in 2008, and was the first publicly
available implementation of an online open-audit voting system allowing for any
observer to cryptographically verify that election results are sound [101]. The system
is kept intentionally simpler than other cryptographic voting protocols, and provides
two properties:

Ballot casting assurance. Each voter can obtain personal assurance that a vote was
correctly captured.

Universal verifiability. Any observer can verify that all captured votes were properly
tallied.
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Adida stresses that Helios is designed for elections where trustworthy, secret ballot
elections are required but coercion is not a serious concern, and that the system is
not designed to be used for high-stakes elections due to the increased risk of coercion
and voter devices being compromised [101].

The difficulty of conducting secure online voting for high-stakes elections is also
noted on the frequently asked questions page for Helios itself [102]:

Online elections are appropriate when one does not expect a large at-
tempt at defrauding or coercing voters. For some elections, notably US
Federal and State elections, the stakes are too high, and we recommend
against capturing votes over the Internet. This has nothing to do with
Helios itself: we just don’t trust that people’s home computers are secure
enough to withstand significant attacks.

In 2016, Chang-Fong and Essex demonstrated several vulnerabilities in the design
of Helios, including methods allowing a malicious election official to rig an election
by providing intentionally weak cryptographic parameters during the configuration
of the Helios server [103|. This allows the attacker to declare an arbitrary election
result while still issuing a cryptographic proof showing that the results were correctly
tallied.

Other vulnerabilities identified by Chang-Fong and Essex included the ability for
a malicious voter to cast a “poisoned ballot” to preventing the voting tally from
being decrypted at the completion of the election, and a cross-site scripting (XSS)
vulnerability which would allow an attacker to cast a ballot on behalf of the voter
through use of a dummy election [103].

In their discussion, Chang-Fong and Essex noted that existing approaches for E2E
verifiable elections focus on verifying elections rather than the software or voting
machines used to cast the ballots, and that errors in the verification design or im-
plementation itself may result in a worse outcome, due to the false sense of security
that this may introduce [103].

2.7.4 Pretty Good Democracy

Pretty Good Democracy (PGD) is a remote online voting system proposed by Ryan
& Teague in 2009 [104].

The system is based on code voting, where voters are provided—by a separate chan-
nel such as the postal system—codes which map candidate choices for selection using
an online voting platform. In such a system, the voter is in effect performing encryp-
tion of a ballot manually using a pre-shared code book, which makes it significantly
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more difficult for malicious software on a personal device to interfere with the voting
process or change the voter’s intention [105].

PGD adds a simple enhancement to existing code voting methods in order to provide
a voter with a degree of verification that a vote was accepted, by matching an
acknowledgement sent by the server to one provided by the code sheet [104]. The
mechanism does not provide a coercer with information on how the voter actually
voted, but the system remains vulnerable to a coercer who is present during the
casting of the ballot itself.

In 2010, Heather, Ryan, & Teague proposed an enhanced version of PGD to encom-
pass elections with more complex voting methods than the existing first-past-the-
post design, where a voter selects only a single candidate [106]. The improved PGD
design allows for voting schemes using preference ordering, including the preferential
or Instant Runoff Voting (IRV) and Single Transferable Vote (STV) systems used
in Australian elections.

2.7.5 iVote NSW: The 2015 New South Wales State Election

The 2015 New South Wales (NSW) State Election was the first widespread de-
ployment of remote online voting in Australia. The NSW Electoral Commission
(NSWEC) selected the Scytl iVote online voting system, and use of the system was
restricted to voters who would be absent from the state on election day, or who
suffered from a disability qualifying them to use iVote instead of attending a polling
place [107].

Despite these restrictions limiting use of iVote to only 5% of the total votes cast,
this still corresponded to over 280,000 completed ballots being delivered using iVote,
making the iVote NSW the largest deployment of remote online voting in the world
at the time [107, 108|.

The iVote system is designed to perform encryption of ballots using JavaScript in
the voter’s browser, providing some measure of confidentiality between the voter
and the iVote counting server. In contrast to remote online voting systems such as
Pretty Good Democracy or Helios, the iVote system does not use code voting or
provide cryptographic auditing of ballots [107].

Vulnerabilities in Transport Layer Security

During the election, security researchers Halderman & Teague determined that the
iVote website included JavaScript for a third-party analytics tool known as Piwik
[108]. This script was secured using Transport Layer Security (TLS), but the server
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serving the script was vulnerable to the FREAK and Logjam downgrade-to-export
attacks. These attacks allow a man-in-the-middle attacker to force a connection to
use obsolete “export-grade” cryptography and subsequently break the TLS encryp-
tion [108, 109]. If an attacker was able to exploit this vulnerability, it would have
allowed the attacker to read or steal votes by injecting malicious JavaScript into a
voter’s iVote session.

In order to test the feasibility of such an attack, Halderman & Teague simulated a
live FREAK attack on the iVote practice system, which was identical to the real
voting system in its use of TLS and loading of third-party analytics scripts. This
simulation was successful in forcing the TLS connection to the third-party analytics
server to downgrade to a weaker encryption method, allowing the private key to
be calculated in a matter of hours using an Amazon EC2 instance. With this key,
it was then possible to impersonate the TLS server delivering the Piwik analytics
scripts, and inject malicious JavaScript into the voter’s session in order to read or
modify votes [108].

Telephone Verification Service

The iVote system used for the 2015 NSW state election also incorporated a telephone
verification service, which allowed for voters to confirm that votes cast using the
iVote website had been correctly recorded [107, 108]. Use of this system required
the voter to dial a phone number provided by the NSWEC and enter the voter 1D,
PIN, and the receipt number provided by the iVote website on submission of a vote.
The telephone verification service would then read back the preferences submitted
by the voter.

As discussed by Halderman and Teague, this process was without precedent in Aus-
tralia, and introduced a number of opportunities for breaches of voter privacy or
coercion which have not previously been available. For example, an attacker in-
tending to sway the election result may offer money in return for iVote verification
credentials which produce the desired preferences, or threaten retribution if such
credentials are not provided [108].

In contrast to traditional weaknesses with remote voting methods such as postal
voting (for example: requiring a photograph to be taken of a completed ballot), this
form of attack could be undertaken from anywhere in the world, and would provide
a greater degree of assurance for the attacker that voting instructions were followed.
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Response

In response to the concerns raised by Halderman and Teague during the election,
Scytl and members of the NSWEC claimed that the risks had been overstated, and
that attack presented was not a significant threat to iVote due to the high level of
technical expertise required. In addition, both Scytl and the NSWEC compared
the likelihood of a successful attack using the methods described by Halderman and
Teague to “that of a postal worker manipulating a postal vote” [110, 111].

This response appears to misunderstand the difference in scale and access to bal-
lots provided by an internet-based vulnerability—even one requiring interception of
traffic—compared to that of a physical postal worker. Techniques such as KARMA
attacks, which trick user devices to connect to malicious wireless access points, can
allow even unsophisticated attackers to perform man-in-the-middle attacks on voters
[112]. More overt techniques for performing large-scale traffic interception, such as
BGP Hijacking, are well within the capabilities of nation-state attackers [113, 114].

Following the completion of the election, and in response to the security issues
identified with the iVote system, the NSW Joint Standing Committee on Electoral
Matters (JSCEM) released a report on the conduct of the election and use of iVote,
and provided the following recommendations relating to iVote [115]:

1. That the NSW Government not expand iVote beyond its existing role;

2. That the NSW Government establish an independent panel of experts to con-
duct a full enquiry into the iVote system prior to the 2019 state election,
and that this panel contain members with expertise in online voting, privacy,
security and cybercrime;

3. That the iVote system only be used for the 2019 state election if the security
concerns highlighted by the Committee have been addressed; and

4. That the NSW Government make the iVote source code publicly available.

Since 2015, the iVote system has been used for a number of by-elections in NSW,
including in April 2017. The use of iVote for these elections is discussed in greater
detail in Section 3.7.
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3 iVote WA: The 2017 Western Australian State Election

This section contains an description and analysis of the iVote remote online voting
system used for the Western Australian (WA) State Election in February and March
2017, referred to hereafter as iVote WA or simply iVote. Section 3.1 provides an
overview of the iVote system. Section 3.2 describes the use of a cloud-based service
for proxying voter connections. Section 3.3 outlines the behaviour of this service
and implications for the security of votes cast using iVote. Section 3.4 describes the
impact of this service on the encryption of voter connections, and the implications
for storage of encryption keys and voter privacy.

Section 3.5 describes the potential for attacks against the voter verification system.
Section 3.6 describes the failure of the iVote system to correctly implement DDoS
mitigation during the first several days of the election. Section 3.7 provides a follow-
up analysis of the iVote system used for the New South Wales by-elections in April
2017, and Section 3.8 provides a summary.

3.1 Background and Overview

The iVote system is developed by Scytl Secure Electronic Voting, a company based
in Barcelona, Spain. iVote has been used previously for the 2015 New South Wales
State Election, described in more detail in Section 2.7.5.

For the 2017 Western Australian State Election, the Western Australian Electoral
Commission (WAEC) approved the Scytl iVote online voting system for use by
voters who could not vote without assistance because they had insufficient literacy
skills, were sight impaired, or were otherwise incapacitated [116]. This was the first
occasion that a remote online voting system had been used for a state election in

WA.

Voters could register to use iVote from Monday 13 February 2017, with votes able
to be cast from Monday 20 February 2017. Voting using iVote closed at 6:00pm
WST on Saturday 11 March, the same time as the closure of all other polls. The
iVote Receipt verification service, intended to allow voters to verify that a vote was
processed in the final count, was available for three days from Monday 13 March
until Wednesday 15 March [116].

A detailed analysis of the iVote system as used for this election was conducted by
the author in conjunction with Dr Chris Culnane and Dr Vanessa Teague of the
University of Melbourne, and Dr Aleksander Essex of the University of Western
Ontario. The results of this analysis were used as the basis for a paper presented at
the E-Vote-ID conference in Bregenz, Austria in 2017. [117]
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3.1.1 Voting Process
Voting using the iVote WA system consisted of three main phases:

Registration. During the registration period, a voter could visit the iVote registration
website at https://ivote-reg.elections.wa.gov.au and enter personal de-
tails including name, address, date of birth, and passport number. During the
process, the voter could select a 6-digit PIN which would be used to verify
the voter’s identity when voting. An 8-digit registration number known as an
‘iVote ID’ is then sent to the voter using a different method, such as post or

SMS.

Voting. During the voting period, a voter could visit the iVote Core Voting System
(CVS) website at https://ivote-cvs.elections.wa.gov.au, and enter a
registration number and PIN. This would allow them to select candidates
and cast a ballot through the iVote system. All votes are encrypted in the
voter’s browser using client-side JavaScript served by the iVote server. Upon
submission of a completed ballot, the voter receives a 12-digit receipt number,
which can be used to verify that a vote was received correctly.

Verification. After the close of polls, voters can call a phone-based verification service
in order to confirm that a vote was received and tallied correctly. Upon calling
the service, the voter enters a registration number, PIN, and receipt number,
and is able to have their vote read back to them over the phone.

During the election, voter connections to the iVote voting and registration websites
took place via a U.S. based Content Delivery Network known as Imperva Incapsula,
which acted as a non-transparent proxy for all connections.

3.1.2 Security Assumptions

The security of ballots cast using the iVote voting system depends upon several
assumptions.

Firstly, the design of the system is based upon encryption of ballots using client-side
JavaScript, which assumes that the JavaScript is delivered unmodified to the voter
from the iVote CVS. This connection is secured and authenticated using Transport
Layer Security (TLS), but a third-party service is used as a non-transparent proxy.
This has important implications for the security of the JavaScript served to voters,
as will be discussed in later sections.

Secondly, the privacy of voters using iVote hinges on the effective separation of voter
identity from the registration number for the voter (iVote IDs). Voter identity is
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linked with a iVote ID during the registration phase, and iVote IDs are linked with
completed ballots during the voting phase. If a link can be made between voter
identity and completed ballots at any point, voter privacy would be lost and it
would become possible for an attacker to coerce voters using the iVote system.

Thirdly, the iVote system is a remote online voting system, with voters able to
cast a ballot from personal devices at any location with an internet connection.
This presents a risk of malicious parties compromising voter devices directly, in
order to modify ballots when they are cast. This problem is common to all remote
online voting systems where voters use personal devices in order to cast a ballot, as
discussed in Section 2.7.1.

Finally, the use of remote voting opens voters to the threat of coercion, because
voting does not take place at a controlled location (such as a polling place), and
voters are therefore susceptible to being threatened or bribed into voting a particular
way. As discussed in Section 2.7.1, this risk is common to all remote voting systems
which do not provide controlled locations for voting, including paper-based systems
such as postal voting.

3.2 DDoS Mitigation: Imperva Incapsula

Imperva Incapsula is an cloud-based content delivery network (CDN) which provides
services including mitigation of Distributed Denial of Service (DDoS) attacks. These
attacks involve causing a large number of connections to flood a target website,
overloading the website systems and preventing legitimate users from logging in. It
was a DDoS attack which was blamed for the failure of the Australian Government
online Census system in August 2016 {118, 119].

Incapsula’s DDoS mitigation service operates by placing Incapsula servers between
the user and the website - intercepting all communications to and from the web-
site in order to filter malicious connections. For example, when connecting to
the iVote Core Voting System (CVS) for the WA election (https://ivote-cvs.
elections.wa.gov.au), the user’s connection is encrypted using Transport Layer
Security (TLS) and travels to a server owned by Incapsula (a “point-of-presence”,
or PoP), where it is decrypted, scanned, and then forwarded on to the actual WA
Electoral Commission server [120].

This interception provides Incapsula with the ability to filter out malicious traffic
(and thereby mitigate DDoS attacks), but also allows Incapsula to see all traffic
travelling through the service. This is by design: modern DDoS mitigation methods
rely on scanning the actual unencrypted, or plaintext, traffic being transmitted to
the server they are protecting [120, 121|. Without this ability, they would have a
much harder time determining legitimate connections from malicious ones.
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<script type="text/javascript">
//<!'[CDATA[
(function() {

var _analytics_scr = document.createElement (’script’);

_analytics_scr.type = ’text/javascript’; _analytics_scr.async
= true; _analytics_scr.src = ’/_Incapsula_Resource?SWJIYLWA
=2977d8d74£f63d7f8fedbea018b7al1d05&ns=1";

var _analytics_elem = document.getElementsByTagName (’script’)
[0]; _analytics_elem.parentNode.insertBefore(_analytics_scr
, _analytics_elem);

PO

/711>

</script>

Fig. 5: HTML injected into iVote server responses

In effect, DDoS mitigation services are paid to perform the role of a benign man-in-
the-middle, whose objective is only to filter malicious traffic.

3.3 Script Injection and User Fingerprinting

When a user connects to iVote, using the address https://ivote-cvs.elections.
wa.gov.au, the connection is proxied through Incapsula using an Incapsula-controlled
TLS certificate.

For the first connection, the response from the iVote server is modified by Incapsula
to include JavaScript code at the end of the HTML response. This code is designed to
perform fingerprinting of the user’s system and aid in DDoS mitigation, as described
by Incapsula in the blog post: How Incapsula Protects Against Data Leaks [122].
This behaviour is normal for connections intercepted by Incapsula.

The actual HTML code inserted into iVote server responses is shown in Figure 5.
This code is inserted by Incapsula before the end of the web page returned by the
iVote server, and results in the voter’s web browser downloading a second script,
which is heavily obfuscated. This obfuscated code, abbreviated for readability, can
be seen in Figure 6.

3.3.1 Tracking Cookies

Once expanded into a readable form, the injected JavaScript is revealed as a tracking
function designed to read various information from the user’s system, including the
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(function() { var z="";var b="2866756e6374...

// <9660 characters clipped for brevity>"

;for (var i=0;i<b.length;i+=2){z=z+parselnt(b.substring(i, i
+2), 16)+",";}z = z.substring(0,z.length-1); eval(eval(’
String.fromCharCode (’+z+2)));3}) ();

Fig. 6: Obfuscated JavaScript code

browser being used, the CPU and operating system, what browser plugins they
have installed, and other information which is designed to fingerprint individual
users. This information is then written into a tracking cookie, stored on the user’s
computer, and sent back to Incapsula in all other requests so that Incapsula can
better identify users sending the requests.

It is likely that the tracking cookie generated by this process is part of Incapsula’s
DDoS mitigation system. Incapsula can determine which requests are likely to be
from legitimate users, based on the information obtained using the injected JavaS-
cript code.

3.3.2 Potential for Malicious Script Injection

In the context of iVote, the JavaScript injection performed by Incapsula’s servers
poses a significant risk for voter security. As discussed in Section 3.1.2, the iVote
system is designed with the assumption that the TLS encryption and authentication
covering voter connections is secure between the voter and the iVote server itself,
preventing any third-party from reading or modifying the contents of the connection.
If a third party has the ability to intercept this communication and inject malicious
JavaScript into server responses, it would be possible to hijack the entire voting
process.

For example: with Incapsula being used to proxy iVote connections, non-malicious
JavaScript is being injected into server responses. If this was to change such that
malicious JavaScript was added to this code by an attacker—such as a rogue Incap-
sula employee, or a foreign intelligence service—it would be possible for the attacker
to steal the ID number and PIN code from the voter during the login stage. The
attacker could then subsequently modify the voter’s ballot as it is transmitted to
the iVote server, with a very low chance of detection by either the voter or the iVote
server itself.

With Incapsula’s cookies already being used to identify voters between both the
registration server and voting server, it would also be possible for such an attacker
to link voter identity (provided to the registration server) with a completed ballot



3 iVote WA: The 2017 Western Australian State Election 37

(provided to the voting server), impacting voter privacy and opening voters to the
risk of vote-buying or coercion.

The fingerprinting behaviour may also allow these attacks to be performed in a
selective fashion. Recent research by Cao et al has shown that the sort of JavaScript
user fingerprinting performed by Incapsula can be used to identify users with a high
degree of confidence even across different browsers [123]. This may provide an
attacker with the ability to selectively target individual voters or electoral divisions,
and to avoid targeting users who may notice changes to the injected JavaScript.

3.4 Delegation of Transport Layer Security

The correct use of Transport Layer Security (TLS) involves a trust relationship
between the user (the client) and the service they are connecting to (the server).
When first negotiating a TLS connection, the server presents a TLS certificate to
the client which has been signed by a valid Certificate Authority: a third-party that
the client trusts to verify that the server is legitimate.

When a DDoS mitigation service like Incapsula is involved, this process is slightly
altered. As discussed in Section 3.2, TLS connections by a user to the iVote Core
Voting System (CVS) initially terminate at an Incapsula server, before being re-
encrypted and sent to the iVote server itself [120]. Incapsula’s servers become an
intermediary for all traffic to the iVote server.

As described by Incapsula, this process does not involve the surrender of the iVote
TLS private key to Incapsula for use on Incapsula servers [120]. Instead, Incapsula
outwardly presents their own validly signed TLS certificate to incoming user con-
nections, and then uses the iVote server’s TLS encryption for the second stage of
the connection.

In order for the TLS certificate presented by Incapsula to be trusted by users, it
must be a valid certificate for the domain the user is connecting to: ivote-cvs.
elections.wa.gov.au. Incapsula achieved this by serving a TLS certificate to
users containing the wildcard domain *.elections.wa.gov.au, which is accepted
as a valid certificate by users connecting to any subdomain (including the iVote Core
Voting System).

An example of this behaviour is shown in Figure 7. Here, a connection to ivote-cvs.
elections.wa.gov.au presents a valid TLS certificate, which has been accepted by
the web browser (shown by the green lock symbol next to the address bar). On
further inspection, the actual certificate is shown to be an Incapsula certificate,
rather than a certificate controlled by the WA Electoral Commission. This certific-
ate contains a Subject Alternate Name (SAN) field which lists a number of domains,
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Fig. 7: The TLS certificate for *.elections.wa.gov.au provided by an Incapsula
server in Melbourne

including the wildcard domain *.elections.wa.gov.au. The actual server host-
ing this certificate (107.154.128.220) is located in an Incapsula Point of Presence
(PoP) in Melbourne, Australia.

This behaviour is seen by any user connecting to the iVote CVS domain from within
Australia, due to the anycast routing design of Incapsula’s systems: users who
perform a DNS lookup on any domain protected by Incapsula’s services are directed
to the nearest PoP, rather than the actual server [124].
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3.4.1 Foreign Hosting of TLS Private Keys

Incapsula’s global network consists of 32 points-of-presence (PoPs), located across
the Americas, Europe, the Middle East, and the Asia Pacific region!. Due to the
design of Incapsula’s network, certificates hosted in one PoP are propagated world-
wide, so that users in any region served by Incapsula can have a connection proxied
by the nearest PoP available.

As a consequence of this, the same wildcard certificate for *.elections.wa.gov.au
is also stored on Incapsula servers in foreign countries. Figure 8 shows the certificate
served if a user attempts to perform a TLS connection to the server at 45.64.65.220.
As shown in Figure 9, this IP is an Incapsula server located in Hong Kong.

The significance of this discovery is that there is a TLS private key located on a
server in a foreign country which provides its owner with the ability to imperson-
ate any domain matching the wildcard URL *.elections.wa.gov.au. This has
implications for the security of the iVote Core Voting System and other systems
reliant upon secure TLS connections to domains controlled by the WA Electoral
Commission.

For example: a foreign government, as part of a legitimate domestic surveillance
operation, may request that Incapsula provide access to the TLS private key for
the domain *.example.com served by an Incapsula point-of-presence located in the
foreign country. If this domain is listed in the same Incapsula TLS certificate as
*.elections.wa.gov.au, obtaining this private key would also provide the foreign
government with the ability to perform man-in-the-middle attacks on voters using
iVote.

3.4.2 Implications for Voter Privacy

The privacy and anonymity of voters using iVote depends upon the assumption that
the registration process (where the voter enters personal details) and voting process
(where they cast completed ballot) cannot be linked. The design of the system aims
to achieve this by ensuring that registration is conducted on a separate server from
the voting process, and that the only information shared between the two is the
Voter’s ID number and PIN [107].

However, the use of Incapsula as a TLS proxy for both registration and voting
introduces a single point where both registration and voting information can be
combined. Indeed, the user fingerprinting behaviour of Incapsula—required for it to
perform its intended function as a DDoS mitigation service—would likely provide for

! https://www.incapsula.com/incapsula-global-network-map.html
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Fig. 8: The TLS certificate for *.elections.wa.gov.au provided by an Incapsula
server with [P address 45.64.65.220
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IP address 45.64.65.220
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Fig. 9: The ‘db-ip’ geographical IP database showing the location of the IP address
45.64.65.220 in Hong Kong

a high degree of confidence when linking the registration of individual voters with
completed votes. This type of fingerprinting can be over 99% accurate for voters
using the same web browser, and provides accurate identification even when a user
uses different browsers on the same system [123].

3.5 Clash Attacks on Voter Verification

The iVote system incorporates a telephone verification service [125|, which allows
a voter to dial a provided number and connect with an interactive voice response

(IVR) system.

The telephone verification service requires the voter’s iVote ID number, PIN, and the
receipt number provided by the iVote server after a vote has been successfully cast.
After these three numbers have been provided, the telephone verification service
reads back the list of candidates, in preference order, chosen by the voter in the
completed ballot.

During the 2015 New South Wales State Election, which also used the iVote system,
Halderman and Teague identified several potential attacks against this telephone
verification system [108|. These attacks could allow an attacker, who had manip-
ulated iVote ballots, to avoid detection from voters attempting to verify that their
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vote was cast as intended. One of these attacks is known as a "clash attack", and
is designed to trick voters by manipulating the registration and vote confirmation
pages to provide the ID number, PIN, and receipt number of a previous voter with
the same candidate preferences.

The clash attack was first described by Kiisters, Truderung and Vogt in 2012 [126].
When performing the attack, a previous voter’s ballot (which has been allowed to
be recorded unmodified) is then used as verification evidence of for multiple voters,
whose actual votes can then be manipulated at-will with little chance of detection.

Crucially, the clash attack relies on accurate prediction of how a voter will vote
prior to registration, so that they can be provided with the ID number and PIN of
a like-minded voter who has submitted an unmodified ballot [108]|. In addition, the
attack relies upon providing voters with a PIN rather than allowing them to choose
one. This may raise the suspicions of voters who are aware that the iVote system
allows them to choose a PIN.

For the iVote WA system used in 2017, the effectiveness of the clash attack could
be improved over prior iVote implementations, as consequence of Incapsula being
used to proxy all voter connections to both the registration and voting servers. An
attacker with access to Incapsula’s systems would have the ability to link each voter’s
registration details with a completed ballot, provided the voter registers and votes
using the same browser and therefore shares the Incapsula tracking cookie between
connections.

From research by Cao, Li & Wijmans in 2017, it would also be possible to perform
this linking of voters across browsers, through device fingerprinting methods similar
to those employed by Incapsula for tracking cookies [123].

Due to Incapsula’s position as a DDoS mitigation service for a number of other online
services, an attacker with access to Incapsula’s systems would have the ability to
identify voter identity (and therefore likely voting preferences) with significantly
more accuracy than if they only had access to the iVote system itself. This would
allow for more accurate clash attacks to be performed.

3.6 Implementation Failure: The Importance of Hiding the
Origin

As has been discussed in Section 3.2, DDoS mitigation services such as Incapsula
operate by intercepting connections to a website, in order to filter out malicious
connections and ensure only legitimate users can access the website. As noted by
Vissers et al., this protection is heavily reliant upon the true IP address of the service
being hidden, in order to avoid so-called direct-to-origin DDoS attacks [127]:
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The most popular Cloud-based Security Providers do not require the
purchase of dedicated traffic-rerouting hardware, but rely solely on chan-
ging the DNS settings of a domain name to reroute a website’s traffic
through their security infrastructure. Consequently, this rerouting mech-
anism can be completely circumvented by directly attacking the website’s
hosting IP address. Therefore, it is crucial for the security and availab-
ility of these websites that their real IP address remains hidden from
potential attackers.

During the first several days of voting in the 2017 WA state election, it was possible
to identify the public IP address of the true server hosting the iVote WA Core
Voting System (https://ivote-cvs.elections.wa.gov.au), through an analysis
of HT'TP responses and TLS certificates served by known iVote NSW infrastructure
in Sydney. This same infrastructure was also used for iVote WA.

Th public IP address of this infrastructure could be publicly identified through DNS
queries and other methods requiring little sophistication on the part of an attacker.
With knowledge of this address, it would have been possible for an attacker to per-
form DDoS attacks directly against the public IP address for the iVote infrastructure,
rendering Incapsula’s protection ineffective.

Recommended practice for the use of DDoS mitigation services is to filter traffic from
sources other than the DDoS mitigation service itself, in order to prevent attackers
from identifying the true IP address of the website being protected [128, 129]. These
protections were not correctly implemented at the opening of iVote for the WA state
election, and the system remained vulnerable to direct-to-origin DDoS attacks for
several days.

The WAEC was immediately notified as soon as this implementation failure was
identified. Subsequently, all connections from non-Incapsula addresses were blocked
from directly accessing the server hosting the iVote Core Voting System.

3.7 The 2017 New South Wales By-Elections

On the 8th of April 2017, three by-elections were held in the state of NSW for mem-
bers of the Legislative Assembly which had resigned in the electorates of Gosford,
Manly and North Shore.

For the by-elections, the New South Wales Electoral Commission (NSWEC) used the
iVote online voting system in a similar manner to the 2015 NSW state election, with
one major difference: Imperva Incapsula was employed to provide DDoS mitigation
services for the iVote by-election registration domain (registration.ivote.nsw.
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gov.au) and demonstration domains (practise.ivote.nsw.gov.au and bypractise.
ivote.nsw.gov.au), in a similar manner to the iVote system used in Western Aus-

tralia (iVote WA).

In contrast to iVote WA, however, Incapsula was not used to protect the iVote Core
Voting System for the NSW by-elections, located at cvs.ivote.nsw.gov.au. This
domain instead resolved directly to an IP address for a server located in Sydney and
controlled by the NSWEC?.

However, the use of Incapsula to protect the iVote NSW demonstration domains was
implemented through the use of TLS certificates for the wildcard domain *.ivote.
nsw.gov.au. These certificates were propagated to Incapsula servers globally, in
a similar way to the certificates for *.elections.wa.gov.au described in Section
3.4.1. An example of one such certificate, served by an Incapsula server in Hong
Kong (45.64.64.88), is shown in Figure 10.

As discussed in Section 3.4.1, the existence of this wildcard certificate on a foreign
server has implications for the security of the iVote core voting system. An attacker
with control of the TLS private key associated with this certificate would have the
ability to impersonate any subdomain of the iVote NSW system.

Importantly, this also includes the iVote Core Voting System at cvs.ivote.nsw.
gov.au. Although this domain was not protected by Incapsula during the election, it
is still covered by the wildcard domain contained in Incapsula’s TLS certificate. This
demonstrates both the risk of using wildcard domains, and the risk of outsourcing
TLS security to third parties.

3.8 iVote WA Summary: Security Trade-offs and
Transparency

In this section we have examined the design of the iVote WA online voting system as
implemented during the 2017 state election, and the security impact caused by use
of a cloud-based DDoS mitigation service. We have also explored the use of iVote
for by-elections held in NSW during April.

Use of Incapsula’s content delivery network for iVote WA broke the security assump-
tions of iVote: namely that connections between voters and the voting server could
not be intercepted by a third-party. Normal operation of services such as Incapsula
requires the ability to view and modify the unencrypted traffic between voters and
the voting server, and this operation also increased the scope for clash attacks to be
performed on the iVote voter verification system.

2 The same server was used to host the iVote Core Voting System for iVote WA.
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Fig. 10: The TLS certificate for *.ivote.nsw.gov.au provided by an Incapsula
server in Hong Kong
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In addition to this, use of Incapsula resulted in the TLS certificate for the iVote
election infrastructure being shared with a number of unrelated websites, and the
private key for this certificate was stored in Incapsula points-of-presence in foreign
countries. This introducted a new risk: that a legal domestic law-enforcement re-
quest could compromise the TLS private key needed for an attacker to impersonate
the WA or NSW election infrastructure.

Finally, the DDoS mitigation was not correctly implemented during the WA election,
causing the iVote system to be vulnerable to direct-to-origin DDoS attacks and
therefore defeating the purpose of using Incapsula.

There is a clear trade-off when using a content delivery network such as Incapsula to
provide DDoS mitigation: these services ensure increased availability of the voting
system during voting, but they can have significant impacts to the trust model of
the system. It is important to keep these trade-offs in mind when implementing an
online voting system, and it is also important that voters are made aware of the
risks and benefits involved in voting using the system.
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4 A Cross-Sectional Survey of Australian Voters

This section presents the results of a cross-sectional survey of Australian Voters
regarding trust in voting systems. Section 4.1 provides background and outlines
why a survey was required. Section 4.2 describes the purpose and scope of the
survey. Section 4.3 outlines the methodology of the survey, including administration
method, sample selection, questionnaire design, threats to validity, and the privacy,
confidentiality, and ethical considerations of the survey.

Section 4.4 describes how results were analysed, including consideration of final
sample size, demographic information, and the process used for qualitative analysis
and coding. Section 4.5 provides the results of the survey, along with discussion
of the results and their consequences for the design of electronic voting systems in
Australia. Section 4.6 provides a summary of the survey.

4.1 Background

When conducting a democratic election the perceived fairness of the voting system,
and its ability to accurately select the winning candidate based on the will of voters,
can be just as important as the reality of the system itself [1, 21].

Future policy regarding the use of electronic voting systems in Australian federal
elections is dependent on voter perception of those systems; both in directly in-
fluencing decisions regarding which systems to consider, and in order to determine
additional education measures which may be needed to convince voters that a given
system is trustworthy.

In order to determine how Australian voters perceive various voting systems, and a
measure of the trust they have in each system, it is necessary to conduct a survey.

There are two major types of survey, each with its own typical administration meth-
ods [130]:

Self-administered questionnaire: where the respondent completes a form independ-
ently, either by hand (“paper and pencil”) or electronically using a website or
application; and

Interview: where the surveyor interacts with the respondent to elicit responses, either
in person, over the telephone, or via an instant messaging application.

Selecting the type of survey and associated administration method requires balan-
cing the desire for credible and accurate survey results with the available resources
to complete a survey using the chosen administration method [130].
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4.2 Purpose and Scope

A cross-sectional survey was performed using a sample of eligible Australian voters.
The purpose of the survey was to obtain a measure of the perceived trustworthiness
of three different voting systems, if applied for the next Australian federal election:

1. The existing paper-based voting system, as used in July 2016

2. The iVote remote online voting system, as used for the Western Australian
State Election in February and March 2017

3. The vVote poll-site electronic voting system, as used for the Victorian State
Election in November 2014

For each system, survey respondents were provided with a short video describing
how each voting system functions, from the perspective of the voter’s interaction
with the system.

The survey then asked respondents to rate their level of trust in each system on vari-
ous measures, their own perceived level of understanding of how the system works,
and whether or not they would expect accidental errors or intentional tampering to
be detected by election officials.

4.3 Methodology
4.3.1 Survey Type and Administration Method

The survey was conducted using a self-administered questionnaire, delivered elec-
tronically using the SurveyMonkey online survey platform.

The primary delivery method was via social media (Facebook), through initial shar-
ing of the survey link and requests for respondents to voluntarily complete the survey
and share it with their online connections. The secondary delivery method was via
direct email and word-of-mouth, in order to effectively reach demographics which
were less likely to use Facebook.

Collection of results occurred over a one-month period from 10 September 2017
through to 10 October 2017.

4.3.2 Survey Questionnaire

The survey questionnaire consisted of five pages. The full survey questionnaire,

containing all questions and links to explanatory videos, can be found in Appendix
A.
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Introduction

The first page of the questionnaire provided an introduction to the survey, containing
a brief written description of the survey and its purpose, along with a short video
describing the survey.

Demographic Information

The second page contained demographic questions about the participant, including;:

e Whether or not the participant was an Australian citizen;
e The age of the participant; and

e The highest level of formal education the participant had completed.

Voting System Descriptions and Trust Questions

The third, fourth and fifth pages of the survey contained questions regarding each
of the three voting systems. Each page was devoted to one of the three systems,
and contained a thirty-second video description of the system, followed by a series
of questions about the participant’s level of trust and understanding of the system.

The design of each video description was closely controlled in order to provide, to
the extent possible, an objective overview of the operation of the system from the
perspective of a voter using the system to cast a ballot. The script for each video was
designed to contain only factual information about the operation of each system,
without any subjective opinion or comment.

The focus of each video description was to describe the following stages of casting a
ballot, from the perspective of a typical voter:

Visiting a polling site or voting website

Obtaining a ballot paper or logging into the voting website

Completing a ballot

Casting a completed ballot

Counting of ballot papers

Scrutineering of counting (if applicable)
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e Verifying receipt of the completed ballot (if applicable)

A strict time limit on each video made it difficult to include all relevant information
about each system. The potential effect of this on survey results is discussed in more
detail in Section 4.3.5.

In order to reduce possible bias caused by the ordering of the voting systems within
the questionnaire, the three voting system pages were presented in a random order
to each participant. This is described in further detail in Section 4.3.5.

The questionnaire page for each voting system contained the following questions:

1. How the participant would rate their level of trust in the system to:

e Accurately collect votes

e Accurately count votes

e Resist attempts to tamper with the election
e Protect the privacy of voters

e Ensure that all votes are kept anonymous

e Be accessible to all voters

e Be usable by all voters

e Return election results in a timely manner

2. An open-ended question asking the participant to briefly explain why they
gave the ratings that they did

3. How the participant would rate their level of understanding of how each part
of the voting system works:

e Voter registration and obtaining ballot papers

e Completing and casting a ballot

Counting the votes and producing a result

e Supervision of counting by candidates (scrutineering)

Verification of election results by voters

4. To what extent the participant thinks that their understanding of the system
impacts their level of trust in the system

5. Whether the participant believes that errors or attempted tampering with the
voting system would be detected by election officials
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6. An open-ended question asking the participant to briefly explain why respon-
ded the way they did to the previous question

For Question 1, the aspects of the voting system to be queried were selected based
on the characteristics of a well designed voting system, as discussed in Section 2.2.1.
These four characteristics were expanded to 8 distinct aspects of a voting system,
in order to capture as much information as possible from participants who may
draw distinctions between concepts such as ‘anonymity’ and ‘privacy’, or ‘accessible’
and ‘usable’” when considering particular systems. These concepts have a signficant
degree of overlap, but were asked separately in order to assist in obtaining responses
from participants who did not engage with a particular choice of term.

An additional question for “return election results in a timely manner” was added
in order to capture expected responses from voters based on the experiences of the
2016 Australian Federal Election (discussed in Section 2.3.4).

For Question 3, the components of the voting system asked of each participant were
the same components described in each video description.

4.3.3 Pilot Testing

Pilot testing is essential for any well-conducted survey [130]. As the survey was be
administered electronically using a self-administered questionnaire, it was essential
that the language used in the questionnaire be thoroughly tested for clarity.

This was particularly important given the technical nature of the subject, and the
fact that respondents were unlikely to be well-versed in information security or the
design of voting systems.

Pilot testing was conducted over a one-week period between 27 August and 3 Oc-
tober 2017, and involved a small number of testers from different demographics.
Feedback from pilot testing was used to modify the language used in the system
description videos and survey questions, the format and style of questions, and to
improve the introductory page of the survey.

4.3.4 Sample Selection

The purpose of the survey was to obtain a measure of the perceived trustworthiness
of different voting systems from a representative sample of eligible Australian voters.

Given a population size N, margin of error F, confidence level ¢, and response
distribution 7, the required sample size n can be calculated using the following
equations: [131, 132]



4 A Cross-Sectional Survey of Australian Voters 52

7 = (Zap,)?r(100 — 1) (1)
Nzx
"= ((N—l)E2+ac> 2)

Where Z., is the critical value. For responses which are normally distributed, the
critical value for a confidence level of 95% is 1.96 (a = 0.05)

Za/g - 1.96

According to the Australian Electoral Commission [133], the total number of eligible
Australian voters as of 31 December 2016 was 16,589,009.

Using this information, the required sample size for the survey was calculated, using
the following parameters:

e Population size N: 16,589,009
e Desired margin of error E: 5%

e Confidence level ¢: 95%

With these parameters, the required sample size for the survey was n = 385.

4.3.5 Threats to Validity
Collection method

A likely source of bias in the survey results is associated with the collection method:
an online self-administered questionnaire manually targeted using social and family
connections of the author.

Due to resource constraints, the primary method for soliciting survey responses was
via social media platforms (primarily LinkedIn and Facebook) and email or word-of-
mouth to existing contacts. This resulted in survey participants being highly likely
to have an existing connection to the author, and therefore biases responses towards
the employment background, socio-economic status, age, and education level of the
author and the author’s close relations.

An effort was made to counteract this bias through solicitation of friends and family
members to share the questionnaire with their own connections, and therefore dilute
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the effects of demographic bias. The recorded demographic information for survey
respondents, including the effects of this bias, is discussed in greater detail in Section
4.4.2.

Despire attempts to reduce demographic bias, there is a high likelihood that South
Australian voters are disproprortionately represented in the survey responses. It is
not clear whether state of residence would have an impact on survey results, and
this was not a question asked during in the survey questionnaire.

Voting system descriptions

The video description summarising each voting system introduced a significant po-
tential source of bias. If these video descriptions were to contain a point-of-view
regarding the relative merits of each system, it is likely that they would influence
responses. This is especially likely for systems where the respondent has no existing
familiarity:.

As a mitigation for this, the video descriptions were carefully scripted to ensure that
they contained only the process of using the system as would be experienced by a
voter. The descriptions did not include any point-of-view information about the
relative merits of each system.

The restriction on permitted time for each description video may have also intro-
duced bias. Each video was not identical in length, with the existing system, iVote,
and vVote, totalling 44, 47, and 42 seconds respectively. In addition, mandating an
equal time limit for each system is likely to disproportionately affect more complex
systems, or systems where the respondent does not have an existing familiarity with
the system.

This component of the survey was the subject of significant review during the pilot
testing process, as described in Section 4.3.3.

Participant familiarity with systems

Each participant in the survey will have had a different familiarity with the three
voting systems presented. All participants are likely to be familiar with the existing
paper-based voting system, unless they have not voted in a previous Australian
election. This familiarity may result in a bias towards trusting the existing paper-
based system at the expense of the iVote and vVote systems.

A small number of participants may have also been familiar with the iVote or vVote
systems, if they have used these systems previously or if they have followed media
reports about the systems.
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The description video for each system is intended to help normalise responses by
ensuring that all participants have a base level of understanding of how each system
works from the perspective of the voter. However, it is difficult to avoid the effects
of existing familiarity with the existing paper-based system.

Page Ordering

The order in which each system is presented to the survey participant may have
introduced bias to the results, e.g. through so-called ‘priming’ effects and fatigue
effects on questions asked at the end of a questionnaire {134, 135].

In order to avoid bias introduced by the ordering of the three systems, the order
these pages were presented was randomised. Each participant received a random
permutation of the three pages containing voting system questions.

4.3.6 Privacy and Confidentiality

Results collected during the survey were anonymised to remove references to indi-
vidual respondents, and respondent IP addresses were not collected.

Results were only analysed in aggregate, and free-form responses are only repeated
in this thesis if there is no identifying information contained in the response.

4.3.7 Ethical Review

As a human research project being undertaken by a student of the University of Ad-
elaide, this survey required an appropriate level of ethical approval by the University
Human Research Ethics Committee (HREC).

In accordance with the Ethical Issues Checklist for Human Research provided by the
HREC3, this survey meets the requirements for “negligible risk research” as defined
by the HREC, and was therefore exempted from HREC review.

4.4 Analysis
4.4.1 Sample Size Adjustment

During the collection period for the survey, a total of 178 completed responses were
obtained from a total of 247 responses. A total of four respondents answered ‘No’ to

3 https://www.adelaide.edu.au/research-services/oreci/human/docs/
hrec-ethics-checklist.doc
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Q2: What is your age?
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Fig. 11: Demographic results for respondent age range

the question asking whether or not they are Australian citizens, and were removed
from consideration.

Therefore, the final sample size was 174, less than the 385 required for a 5% margin
of error as discussed in Section 4.3.4.

With a sample size n of 174, the revised margin of error can be calculated using the
following equation (with all other parameters kept at the same values):

) .

Where z is given by Equation 1, as before.

With a sample size of 174, the revised margin of error is £ = 0.075, or 7.5%.
This error margin was deemed acceptable given the distribution of responses, as the
responses for each voting system differed by greater than 7.5%. This is discussed in
further detail in Section 4.4.3.

4.4.2 Demographic information
Respondent age group
Results showing respondent age grouping are shown in Figure 11. The results show

peaks for the age groups 25-34 and 55-64, and a low response rate for the age group
18-24.
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Age Demographic Comparison
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Fig. 12: Comparison of sample ages with Australian age distribution (ABS, 2017)

As discussed in Section 4.3.5, the peaks for ages of 25-34 and 55-64 are likely to
be caused by the survey collection method. The 25-34 year age group matches the
author and the author’s immediate social circle, and so increased responses from
this demographic are to be expected.

The 55-64 age group correspondents to members of the author’s immediate family.
Additional effort was made to reach this demographic in order to offset biases caused
by disproportionate repsentation of younger age groups, and this manifests as a spike
in responses from this age group.

A comparison was made between the age distribution of survey respondents and the
estimated Australian age distribution at 30 June 2016. These figures were obtained
from the Australian Bureau of Statististics, and are based on the results of the 2016
Australian Census [136].

The results of this comparison can be seen in Figure 12. All percentages are as
a percentage of relevant population: in the case of the survey respondents, as a
percentage the final sample size; in the case of the Australian population, as a
percentage of all census respondents over the age of 15.
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Q3: What is the highest level of formal education you have completed?
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Fig. 13: Demographic results for respondent education level

It is important to note that the statistics reported by the ABS includes respondents
who are not Australian citizens, and would therefore be ineligible to vote. It is also
important to note that the 15-24 age group, which is specified in ABS statistics, is
underrepresented in the survey sample due to the minimum age being 18 years of
age for eligible Australian voters.

With these caveats, it can be seen that the 25-34 and 55-64 age groups are likely to
be overrepresented in the survey sample.

Highest level of education attainment

Results showing respondent level of educational attainment are shown in Figure 13.
Similarly to the age distribution results, and as discussed in Section 4.3.5, the peak
for “Bachelor’s Degree” is likely to be caused by the survey collection method causing
a bias towards the author’s family and social connections.

Notably, 100% of respondents included in this analysis listed their completed educa-
tion level as Secondary or above. This is significant as the proportion of Australian
residents aged 20 to 64 with this level of education is estimated by the Australian
Bureau of Statistics (ABS) to be 66% as of May 2016: [137]

The proportion of people aged 20 to 64 years with Year 12 or equivalent
has increased from 53% in 2006 to 66% in 2016.

Therefore, the results of the survey questionnaire do not include any responses from
the 34% of Australian residents aged 20 to 64 who have no formal education, or only
completed a primary school education.
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As with the age comparison, it is important to note that the statistics reported by
the ABS includes respondents who are not Australian citizens, and would therefore
be ineligible to vote. In addition, the statistics exclude several demographics which
were not explicitly excluded from the voting system survey, including respondents
aged 65 or above.

Despite these differences in survey scope, it remains notable that the survey question-
naire does not include any responses from such a significant portion of Australians.

Comparative demographic analysis of results

As shown in Figure 11, there were two peaks in the age groups of respondents to
the survey questionnaire. The largest was the 25 to 34 age group, with 35.06% of
respondents. This was followed by the 55 to 64 age group, with 25.29% of respond-
ents.

Because these two age groups are generationally distinct and comprise a large pro-
portion of respondents, additional analysis was performed to determine any statist-
ically significant differences in the responses between the age groups.

For these comparisons, a standard definition for statistical significance (95% confid-
ence, or p = 0.05) was used. The results of this comparison are shown in Section
4.5.5.

4.4.3 Comparison of Results

Comparison of results is made difficult due to the impact of subjective interpretation
of each question by participants. For example, two participants may have the same
level of trust in a particular system, but each may interpret the wording of individual
options (such as ‘strongly trust’) in a different manner.

Despite these limitations, it is useful to provide some measure of the statistical
significance of results between the various systems. In order to compare the results
for reported trust levels in each voting system, a basic Z-test will be used. Note that
use of a Z-test is optimal for responses which fit a normal distribution, which by
definition is not true for a Likert scale (where responses fit an ordinal distribuition).

For each system, options are ranked from 1 to 5, with 1 being ‘strongly distrust’ and
5 being ‘strongly trust’. A weighted average is produced based on the responses,
with this weighted average being used as the mean for the Z-test

The Z-value can then be determined from the following equation: [138]
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(X1 — X5)
Vo5 + 03,

Where X; is the weighted average of the responses to be compared, and o, is the
standard deviation of the responses divided by the square root of the number of
data points.

7 —

In general, the following values for Z were used to guide statements regarding stat-
istical significance: [138|

o If Z < 2, there is no difference between the two sets of responses
o [f2.0 < Z < 2.5, there is a marginal difference between the two sets of responses

o If 2.5 < Z < 3.0, there is a significant difference between the two sets of
responses

o If Z > 3.0, there is a highly significant difference between the two sets of
responses

This approach will be used during the analysis of results when comparing the res-
ults of the primary Likert scale for each voting system (Questions 4, 10, and 16,
respectively).

4.4.4 Qualititative Analysis and Coding

For each of the three pages in the survey questionnaire devoted to the voting systems,
there were two questions allowing for open-ended text responses from responses.

Properly analysing these responses required a coding approach, as discussed by
Saldana [139].

The approach used involved a collection of pre-set codes informed by the character-
istics of voting systems as discussed in Section 2.2.1, such as “anonymity is good”, or
“resistent to tampering”. The pre-set codes also included aspects of voting systems
described in the system description videos, such as “fast counting speed”.

As discussed in Section 4.3.2, additional pre-set codes were included to reflect the
additional aspects of a voting system listed in the survey questionnaire, in order
to capture as much information as possible from participants who may draw a dis-
tinction between concepts such as ‘anonyminity’ and ‘privacy’, or ‘accessible’ and
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‘usable’” when considering particular systems. The full list of pre-set codes can be
found in Appendix B.

In addition to the pre-set codes, a number of emergent codes were added during the
coding process, in order to better fit the provided responses. These included codes
such as “mature system”: for example, this code was used to categorise responses
such as “if it ‘aint broke, don’t fix it” regarding the existing paper-based voting
system.

During code consolidation, several pre-set codes were combined with other coded
responses to improve the readability of results. For example, responses coded as
“checks and balances are effective” were combined with responses coded as “scru-
tineering is effective”, when the latter only resulted in a small number of coded
responses.

The former code was an emergent code used for responses which commented on
general checks and balances within a system, without specifically mentioning scru-
tineering by representatives of candidates. Because scrutineering is a form of check
and balance within a voting system, it was deemed acceptable to combine these
codes.

Issues with page randomisation

As outlined in Section 4.3.5, each of the pages devoted to one of the three voting
systems was presented in a random order to each respondent, in order to control for
biases introduced by ordering the voting systems in a specific way.

The fact that each page would be presented in a random order was not explained
to participants during the introduction to the survey questionnaire. This led to
issues with some open-ended responses, which contained comments such as “same
as previous system” or similar. These respondents likely assumed that the ordering
they received each page was common to all participants. These responses have
not been included in coding, as it was not possible to determine which order they
received their survey pages.

4.5 Results and Discussion
4.5.1 Results Summary: Comparison of Voting Systems

The first question posed to participants for each voting system asked for a rating
of trust or distrust in the system to meet various requirements of an election. This
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Tab. 1: Trust in voting systems: Likert scale response statistics

How much would you trust or distrust this system to meet the following
requirements for an election?

Existing System iVote vVote
Weighted Average Std. Dev. | Weighted Average Std. Dev. | Weighted Average Std. Dev.
Accurately collect votes? 4.06 0.89 3.65 1.18 4.01 0.92
Accurately count votes? 3.71 0.96 4.04 1.04 4.26 0.87
Resist attempts to tamper with the election? 3.76 1.02 2.58 1.15 3.25 1.18
Protect the privacy of voters? 4.40 0.77 2.85 1.23 3.40 1.17
Ensure that all votes are kept anonymous? 4.45 0.72 2.74 1.23 3.36 1.19
Be accessible to all voters? 4.02 0.84 2.71 1.20 3.43 1.09
Be usable by all voters? 4.03 0.82 2.63 1.11 3.25 1.12
Return election results in a timely manner? 3.16 1.26 4.29 0.81 4.35 0.82

Tab. 2: Z-test values for significance of voting system comparisons

Z-test Z-test Z-test
(Existing/iVote) (Existing/vVote) (iVote/vVote)

3.65 0.51 3.16

3.07 5.58 2.13

4.30 5.35

4.26

4.76

5.84

5.17

0.68

question was posed in the form of a Likert scale, with valid responses from one
(strongly distrust) through to five (strongly trust).

A simplified analysis of these responses used a weighted average as a measure for
comparison between each voting system, with results on a scale from 1-5. An answer
of ‘don’t know’ was ignored for this weighting.

The weighted average of each response category for each voting system can be seen
in Figure 14, and the complete weighted averages and standard deviations for each
question across the three voting systems can be seen in Table 1.

As discussed in Section 4.4.3, a Z-test was used to determine a measure of statistical
signficance between the results for each system, with Z-values over 2.5 denoting a
significant difference. A summary chart shoting these Z-values for each question
across the three voting systems can be seen in Table 2.

Overall, these results show a higher level of voter trust in the existing paper-based
system across five of the seven categories measured, when compared to both the iVote
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and vVote systems. These differences were highly significant (Z > 3). The categories
in which voters showed a higher level of trust in the existing system included: “resist
attempts to tamper with the election”, “protect the privacy of voters”, “ensure that
all votes are kept anonymous”, “be accessible to all voters”, and “be usable by all

voters”.

In contrast, on the question of whether or not the system would “accurately count
votes”, the iVote and vVote systems rated higher than the existing system. There
was only a marginal difference between the iVote and vVote systems on this question,
with vVote returning higher levels of trust on average.

On the question of whether the system would “return election results in a timely
manner”, both the iVote and vVote systems rated higher than the existing system,
with a high degree of significance (Z > 3). There was no significant difference
betweeen the iVote and vVote systems on this measure.

On the question of whether or not the system would “accurately collect votes”, the
iVote system scored lower than both the existing and vVote systems, with a high
degree of significance (Z > 3). There was no significant difference between the
existing and vVote systems on this measure.

4.5.2 The Existing Paper-Based Voting System
Voter Trust

Question 4 of the survey questionnaire asked participants to rate their level of trust
or distrust in the existing paper-based voting system to meet various requirements
of an election. The results of this question are shown in Figure 15 and Table 3.

Figure 15 presents the results in the form of a stacked bar chart, in order to assist
in visualisation of the overall responses.

The results for the existing paper-based voting system show an overall high degree
of trust in the system, with a majority of respondents recording either “trust” or
“strongly trust” for 8 of the 9 characteristics listed.

The only characteristic not to achieve a majority was whether or not the respondent
trusted the system to “Return election results in a timely manner”. This result is
somewhat unsurprising given recent high-profile issues with the speed of election
results returned by this system, as discussed in Section 2.3.4.

The highest level of trust in the system was recorded for “Protect the privacy of
voters” and “Ensure that all votes are kept anonymous”. Almost 90% of respondents
trusted the existing paper-based system to meet both of these requirements (89.6%
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The Existing Paper-Based Voting System
Q4: How much would you trust or distrust this system to meet the following
requirements for an election?

Accurately collect votes?

Accurately count votes?

Resist attempts to tamper with the election?

Protect the privacy of voters?

Ensure that all votes are kept anonymous?

Be accessible to all voters?

Be usable by all voters?

Return election results in a timely manner?
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Fig. 15: Question 4 results

of responses), with a majority reporting strong trust in both cases (53.8% and 56.7%,
respectively).

Reported levels of distrust in the existing paper-based system were low, with com-
bined ‘distrust’ and ‘strongly distrust’ responses remaining below 40% across all
characteristics. Only “Resist attempts to tamper with the election” and “Return elec-
tion results in a timely manner” contained any responses with strong levels of dis-
trust.

Question 5 of the survey collected open-ended text responses from participants
regarding their trust in the existing paper-based system, by asking the question
“Briefly explain why you gave these ratings.”

The results of qualitative coding of these free-form responses is shown in Figure 16.
Percentages are provided as a proportion of the total number of participants who
provided a response to this question.

A substantial number of respondents provided comments to the effect that the ex-
isting paper-based system was a “mature system” (29.8%), had effective checks and
balances in place (20.5%), maintained voter anonymity (19.2%), and was generally
accessible to voters (15.2%), which positively affected their trust in the system. A
representative response was provided by respondent #139:
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Tab. 3: Question 4 detailed response data
The Existing Paper-Based Voting System
Q4: How much would you trust or distrust this system to meet the following
requirements for an election?
STRONGLY DISTRUST NEITHER TRUST STRONGLY TRUST DON'T TOTAL WEIGHTED
DISTRUST TRUST NOR KNOW AVERAGE
DISTRUST

Accurately collect 0.00% 8.09% 12.14%  45.09% 34.68% 0.00%
votes? 0 14 21 78 60 0 173 4.06
Accurately count 0.00% 15.03% 19.65% 44.51% 20.81% 0.00%
votes? 0 26 34 77 36 0 173 3.71
Resist attempts to 2.31% 11.56% 18.50%  42.77% 24.28% 0.58%
tamper with the 4 20 32 74 42 1 173 3.76
election?
Protect the privacy 0.00% 3.47% 6.94% 35.84% 53.76% 0.00%
of voters? 0 6 12 62 93 0 173 4.40
Ensure that 0.00% 1.73% 8.67%  32.95% 56.65% 0.00%
all votes are 0 3 15 57 98 0 173 4.45
kept anonymous?
Be accessible to all 0.00% 7.51% 11.56%  52.02% 28.32% 0.58%
voters? 0 13 20 90 49 1 173 4.02
Be usable by all 0.00% 6.36% 12.72%  51.45% 28.90% 0.58%
voters? 0 1 22 89 50 1 173 4.03
Return election 8.09% 30.64% 16.18%  27.17% 17.92% 0.00%
results in a timely 14 53 28 47 31 0 173 3.16

manner?

I think the system has served us well to date.

A number of respondents (9.3%) specifically cited their level of familiarity with the

system as a reason for their trust in the system:

It’s a system I'm familiar with and I trust the AEC and its processes.

Conversely, a large number of respondents commented on the slow speed of results
produced by the system (30.5%), the potential for human error during counting
(21.2%), and that the system was generally cumbersome or outdated (15.2%). A

representative response was provided by respondent #121:

This method appears to be the most inefficient in returning results due
to the high level of manual labour involved. It is also the most accessible
as no electronics technology is required. This system has been in place
for a long time and have been proven to work, however a more efficient
system would be beneficial.

In addition, a number of respondents expressed concern that the existing system
was prone to inaccuracies when counting ballots (6.6%), vulnerable to tampering
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(6.6%), or did not provide sufficient identification of voters before casting a ballot
(2%).

A representative response was provided by respondent #107:

A motivated individual could quite easily tamper with the election by
providing false votes or in the central counting stage. Privacy and an-
onymity appears to protected most effectively via this method, but this
reduces checks and balances on accuracy.

Voter Understanding

Questions 6 of the survey questionnaire asked participants to self-rate their under-
standing of how each component of the existing paper-based voting system functions
during an election. As discussed in Section 4.3.5, it is to be expected that results
for these questions will include a level of positive bias due to respondent familiarity
with the existing system, when compared to the iVote and vVote systems.

The majority of respondents rated their understanding as ‘good’ for four of the five
system components: voter registration; completing and casting ballots; counting of
votes; and supervision of counting. Only a small minority of respondents reported
having a ‘poor’ understanding of these four components, with this option chosen by
less than 10% of respondents.

For the fifth voting system component, “verification of election results by voters”, a
large minority of 21.51% reported having a ‘poor’ understanding of how this com-
ponent functioned. This is notable, as the existing paper-based voting system does
not have any method for verification of election results by voters. These responses
therefore indicate that a large amount of voters do not properly understand what
“voter verification” means in this context.

Results showing self-reported voter understanding of each component of the existing
system are shown in Figure 17, with full results shown in Table 4.

Question 7 asked respondents to what extent their understanding of the existing
system impacted their level of trust in the system. 85% of respondents selected
‘somewhat’ or ‘a great deal’ for this question.

Results for this question can be seen in Figure 18 and Table 5.

Detection of errors or tampering by election officials

Question 8 asked respondents whether they believed that unintentional errors or
deliberate tampering with the existing system would be detected by election officials.
Results of this question can be seen in Figure 19 and Table 6.
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The Existing Paper-Based Voting System
Q6: How would you rate your level of understanding of how each part of the voting
system works?
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Fig. 17: Question 6 results

Tab. 4: Question 6 detailed response data

The Existing Paper-Based Voting System
Q6: How would you rate your level of understanding of how each part of the voting
system works?

POOR FAIR GOOD TOTAL WEIGHTED

UNDERSTANDING UNDERSTANDING UNDERSTANDING AVERAGE
Voter registration and obtaining ballot 0.58% 15.79% 83.63%
papers 1 27 143 171 2.83
Completing and casting a ballot 0.58% 10.98% 88.44%

1 19 153 173 2.88

Counting the votes and producing a 2.33% 33.14% 64.53%
result 4 57 111 172 2.62
Supervision of counting by 8.67% 31.79% 59.54%
candidates (scrutineering) 15 55 103 173 2.51
Verification of election results by voters 21.51% 31.40% 47.09%

37 54 81 172 2.26



4 A Cross-Sectional Survey of Australian Voters

69

The Existing Paper-Based Voting System

Q7: To what extent do you think that your understanding of the system impacts

your level of trust in the system?
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Fig. 18: Question 7 results

Tab. 5: Question 7 detailed response data

The Existing Paper-Based Voting System
Q7: To what extent do you think that your understanding of the
your level of trust in the system?

ANSWER CHOICES RESPONSES
Not at all 5.20%

Very little 9.83%
Somewhat 44.51%

A great deal 40.46%

TOTAL

system impacts

77
70

173
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The Existing Paper-Based Voting System
Q8: If there were errors in counting votes or someone attempted to tamper with the
system, do you believe that it would be detected by election officials?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

[ Never Rarely Sometimes  [Jj Very Often ] Always

Fig. 19: Question 8 results - voter belief in detection of errors or tampering

Responses to this question were mixed, with a minority of respondents selecting the
options ‘never’ or ‘always’ (2.30% and 8.62%, respectively). A relative majority of
respondents selected ‘very often’ (39.66%), closely followed by ‘sometimes’ (32.76%).

Question 9 was an open-ended question which asked respondents to provide free-
form responses explaining their answers to Question 8.

The results of qualitative coding of these free-form responses is shown in Figure 20.
Percentages are provided as a proportion of the total number of participants who
provided a response to this question.

A relative majority of respondents (45.93%) provided answers to the effect that
“checks and balances are effective” when explaining their answer to Question 8.
Note that this code also included responses citing the use of candidate-appointed
scrutineers to observe the counting.

A representative response was provided by Respondent #51:

The number of checks and balances present, as well as the presence of
officials from the major parties, with conflicting but strong interests make
me confident any tampering would be picked up.

A significant minority of respondents (17.78%) stated that their response to Ques-
tion 8 was due to the existing system being reliant on humans, or not having any
technology involved. This was seen as a negative by these respondents. This reflects
the voters citing “human error” in responses to Question 5.
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Tab. 6: Question 8 detailed response data

The Existing Paper-Based Voting System
Q8: If there were errors in counting votes or someone attempted to tamper with the
system, do you believe that it would be detected by election officials?

ANSWER CHOICES RESPONSES

Never 2.30% 4
Rarely 16.67% 29
Sometimes 32.76% 57
Very Often 39.66% 69
Always 8.62% 15
TOTAL 174

A representative response was provided by Respondent #19:

I think humans are more likely to make mistakes than machines and
paper votes are more easily tampered with.

4.5.3 The iVote Online Voting System
Voter Trust

As with the previous system, the first question for the iVote online voting system
asked participants to rate their level of trust or distrust in the system to meet various
requirements of an election. The results for this question can be seen in Figure 21
and Table 7. Figure 21 once again presents the results in the form of a stacked bar
chart for ease of visualisation.

The results for the iVote system are extremely mixed, with three of the listed re-
quirements—"“accurately collect votes”, “accurately count votes” and “return election
results in a timely manner”™—showing high levels of trust, while the remaining five
showed substantial levels of distrust. In addition, a larger proportion of respondents
entered a response of ‘don’t know’ than for the existing paper-based voting system.

The highest level of trust was in the iVote system’s ability to return election results
in a timely manner, with 85.0% of respondents reporting that they ‘trust’ (39.9%)
or ‘strongly trust’ (45.1%) the system to meet this requirement. A large number of
respondents also reported that they ‘trust’ or ‘strongly trust’ the iVote system to
accurately count votes (77.5%), and accurately collect votes (64.7%).

On the other side of the scale, only a minority of respondents reported that they
trusted the iVote system to resist tampering attempts, maintain voter privacy and
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The iVote Online Voting System
Q10: How much would you trust or distrust this system to meet the following
requirements for an election?

Accurately collect votes?

Accurately count votes?

Resist attempts to tamper with the election?

Protect the privacy of voters?

Ensure that all votes are kept anonymous?

Be accessible to all voters?

Be usable by all voters?

Return election results in a timely manner?
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Fig. 21: Question 10 results

anonymity, and be accessible and usable by all voters, with approximately half of
all respondents reporting that they would ‘distrust’ or ‘strongly distrust’ the system
to meet each of these requirements.

Question 11 of the survey collected open-ended text responses from participants re-
garding their trust in the iVote online voting system, by asking the question “Briefly
explain why you gave these ratings.”

The results of qualitative coding of these free-form responses is shown in Figure 22
as a proportion of the total number of participants who provided a response to this
question.

A relative majority of respondents (41.8%) expressed concern that the iVote system
was vulnerable to cyber attack, through either remote hacking or methods such as
denial of service. This total also includes responses which expressed generic concerns
regarding possible comprosmise of internet-based systems.

A representative response was provided by respondent #47:

I do not trust digital storage. We so often see hacks on data no matter
how high the level of protect (sic) and encryption. I believe something as
important as an election would be a large target for foreign countries or
hacking groups.
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Tab. 7: Question 10 detailed response data
The iVote Online Voting System
Q10: How much would you trust or distrust this system to meet the following
requirements for an election?
STRONGLY DISTRUST NEITHER TRUST STRONGLY TRUST DON'T TOTAL WEIGHTED
DISTRUST TRUST KNOW AVERAGE
NOR
DISTRUST

Accurately collect 5.78% 14.45% 13.29% 39.31% 25.43% 1.73%
votes? 10 25 23 68 44 3 173 3.65
Accurately count 2.31% 9.25% 9.83% 38.73% 38.73% 1.16%
votes? 4 16 17 67 67 2 173 4.04
Resist attempts to 17.92% 31.79% 23.12% 16.18% 5.78% 5.20%
tamper with the 31 55 40 28 10 9 173 2.58
election?
Protect the 13.29% 31.21% 20.81%  20.81% 10.98% 2.89%
privacy of voters? 23 54 36 36 19 5 173 2.85
Ensure that 16.18% 30.64% 21.97%  17.92% 9.83%  3.47%
all votes are 28 53 38 31 17 6 173 2.74
kept anonymous?
Be accessible to 16.76% 32.37% 19.08%  23.70% 6.94% 1.16%
all voters? 29 56 33 41 12 2 173 2.71
Be usable by all 14.62% 36.84% 21.64% 20.47% 4.68% 1.75%
voters? 25 63 37 35 8 3 171 2.63
Return election 1.16% 1.73% 9.83%  39.88% 4509%  2.31%
results in a timely 2 3 17 69 78 4 173 4.29

manner?



The iVote Online Voting System
Q11: Briefly explain why you gave these ratings.
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Fig. 22: Frequency of codes for Question 11
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A smaller number of respondents (7.6%) specifically cited the issues experienced
by the 2016 Australian eCensus as a contributor to their concerns about the risk
of attacks against the iVote system. The 2016 eCensus suffered from a distributed
denial of service attack which prevented participants from submitting census forms,
and these issues were widely publicised during the census [118, 119].

Another group of respondents (13.9%) mentioned a risk of vote tampering, but did
not specify that their concern was related to the internet-based nature of the iVote
system. A number of respondents expressed concern about the identification of
voters (10.1%), and the potential for voters to be bribed or coerced into voting in
a particular way (5.7%). A small group of respondents specifically mentioned the
potential for voter’s devices to be compromised and thereby manipulate their vote

(4.4%).

When it came to accessibility, a substantial number of respondents expressed concern
that the iVote system would not be easily usable by certain voting demographics,
such as voters who were not comfortable with or did not have easy access to tech-
nology (40.5%) or older voters (14.6%). Note that these two responses had a large
degree of overlap, with many respondents mentioning both.

A representative response was provided by respondent #85:

I think this system could easily be hacked or compromised. Many people,
some older do not have a computer, tablet or smart phone or would have
no idea how to use one. It would be very intimidating. My parents in
their 80’s would be horrified at being asked to wvote electronically and
would not be capable.

A smaller proportion of respondents commented that the iVote system had poor
accessibility in general (7.6%), however this was narrowly exceeded by the proportion
of respondents who commented the opposite: that general accessibilitty was good

(8.2%).

Interestingly, a small number of respondents expressed concern that the iVote system
would not easily be accessible to remote voters (2.5%) or voters with disabilities
(1.3%). These numbers are not statistically significant, but the existance of these
responses is notable given that the stated purpose of the iVote system is to improve
accessability of voting to both demographics, as discussed in Sections 2.7.5 and 3.1.

A proportion of voters specifically mentioned concerns regarding the privacy of voters
and the ability of the iVote system to keep votes anonymous (10.1% and 12.7%,
respectively).

On a more positive note, 7.6% of voters expressed confidence in the ability of the
iVote system to provide accurate results, and 7% commented that counting of ballots
would be fast. As described by respondent #126:
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Online voting would be far more convenient - for people who have access
to a device and internet, and are computer literate. Automated counting
would be immediate and accurate (not subject to human error). However,
online systems are more easily tampered with - and the risk is centralised
rather than dispersed (many human eyes counting paper votes). I don’t
believe that anonymity could possibly be guaranteed. Also why would votes
be verified by phone? That seems very strange. I wonder also if staggered
voting but immediate counting would sway people’s votes - particularly if
results were leaked or otherwise released prior to ballots closing.

A small number of respondents commented on the telephone verification component
of the iVote system, with 4.4% positive about the ability of the system to verify votes,
while 1.3% claimed that the system would not provide them with any confidence
about their vote.

One respondent (#137) commented that large-scale movement to an online voting
system would negatively impact the political culture of Australia, by removing a
community sense of acting together on polling day:

I've been a OIC for a Federal Election Polling Place, and I also develop
database driven web application and iPhone/iPad apps for a living. In
my opinion, the current online security levels are insufficient for online
voting, and the technological expertise in the Australian community has
insufficient spread to making voting accessible. (I base this assertion on
user support experiences.)

But most importantly, voting is not a mechanical process, it is a cul-
tural and political activity The political culture of Australia would be
severely damaged by online voting. It is a regressive proposal that would
move political debate towards tweet psychology. It would remove the com-
munity’s sense of acting together. I live in the online world and eagerly
approve of most online developments, but this is not an activity that
would benefit from online automation at the individual level. (It would
be more effective to [automate] Polling Place activities with online soft-
ware. )

Voter Understanding

Question 12 of the questionnaire asked participants to rate their understanding of
how different components of the iVote online voting system functioned during an
election.
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The iVote Online Voting System
Q12: How would you rate your level of understanding of how each part of the
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Fig. 23: Question 12 results

A majority of respondents rated their understanding as ‘good’ for two of the system
components: voter registration (56.65%) and casting a ballot (69.36%). Compared
with the existing paper-based voting system, significantly more respondents rated
their understanding as ‘poor’ for “supervision of counting by candidates” (34.68%).

For the fifth component, “verification of election results by voters”, the number
of respondents rating their understanding as ‘poor’ was the same as that for the
existing system, within margin of error (21.51%). This result is notable because the
iVote system incorporates a phone-based vote verification method, while the existing
paper-based system does not have any voter verification method at all.

This again indicates that a large amount of voters do not properly understand what
“voter verification” means in this context.

Results showing self-reported voter understanding of each component of the iVote
system are shown in Figure 23, with full results shown in Table 8.

Question 13 asked respondents to what extent their understanding of the iVote
system components impacted their level of trust in the system. 81% of respondents
selected ‘somewhat’ or ‘a great deal’ for this question.

Results for this question can be seen in Figure 24 and Table 9.
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Tab. 8: Question 12 detailed response data

The iVote Online Voting System
Q12: How would you rate your level of understanding of how each part of the
voting system works?

POOR FAIR GOOD TOTAL WEIGHTED
UNDERSTANDING UNDERSTANDING UNDERSTANDING AVERAGE
Voter registration and obtaining ballot 6.36% 36.99% 56.65%
papers 11 64 98 173 2.50
Completing and casting a ballot 2.89% 27.75% 69.36%
5 48 120 173 2.66
Counting the votes and producing a 7.56% 44.19% 48.26%
result 13 76 83 172 241
Supervision of counting by 34.68% 35.26% 30.06%
candidates (scrutineering) 60 61 52 173 1.95
Verification of election results by voters 21.51% 37.21% 41.28%
37 64 71 172 2.20

The iVote Online Voting System
Q13: To what extent do you think that your understanding of the system impacts
your level of trust in the system?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Fig. 24: Question 13 results
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Tab. 9: Question 13 detailed response data

The iVote Online Voting System
Q13: To what extent do you think that your understanding of the system impacts
your level of trust in the system?

ANSWER CHOICES RESPONSES

Not at all 4.65% 8
Very little 14.53% 25
Somewhat 48.26% 83
A great deal 32.56% 56
TOTAL 172

Tab. 10: Question 14 detailed response data

The iVote Online Voting System
Q14: If there were errors in counting votes or someone attempted to tamper with
the system, do you believe that it would be detected by election officials?

ANSWER CHOICES RESPONSES

Never 2.31% 4
Rarely 2717% 47
Sometimes 46.24% 80
Very Often 22.54% 39
Always 1.73% 3
TOTAL 173

Detection of errors or tampering by election officials

Question 14 asked respondents whether they believed that unintentional errors or
deliberate tampering with the existing system would be detected by election officials.
Results of this question can be seen in Figure 25 and Table 10.

Responses to this question were substantially more negative than for the existing
paper-based system, with almost 30% of respondents selecting ‘never’ or ‘rarely’,
and a relative majority (46.24%) responding with ‘sometimes’.

Only a minority of respondents were confident enough in the system to detect errors
or deliberate tampering ‘very often’ (22.54%) or ‘always’ (1.73%).

Question 15 was an open-ended question which asked respondents to provide free-
form responses explaining their answers to Question 14.

The results of qualitative coding of these free-form responses is shown in Figure 26.
Percentages are provided as a proportion of the total number of participants who
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The iVote Online Voting System
Q14: If there were errors in counting votes or someone attempted to tamper with
the system, do you believe that it would be detected by election officials?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

[ Never Rarely Sometimes  [Jj Very Often  [JJ Always

Fig. 25: Question 14 results - voter belief in detection of errors or tampering

provided a response to this question.

A relative majority of respondents (30%) provided answers which reflected concern
about the risk of hacking or other cyber attack, and 6.43% of respondents specific-
ally cited the problems with the 2016 Australian eCensus as a contributor to their
response. In addition, a significant minority (17.14%) commented that they did
not believe checks and balances were sufficient. Note that this code also incuded
responses citing the lack of candidate-appointed scrutineers to observe counting of
ballots.

A representative response was provided by Respondent #146:

The intelligence and military services of foreign governments will beat
the AEC every day of the week. Sure, AEC will employ large external
consulting groups to help them as they will not have the required expertise
to run such a system internally. But, that did not prevent the stuff up
on the last Census night. And that was just amateurs interfering. Wait
till we encounter the real experts!! (sic)

Other common responses included comments to the effect that their trust in the
system to detect errors or tampering was “dependent on the implementation and
technical skills of election officials” (16.43%).

Positive responses included comments to the effect that errors or tampering are
easier to detect in electronic systems (15.71%) and that the checks and balances
built into the iVote system were effective (4.29%).



4 A Cross-Sectional Survey of Australian Voters 82

A representative response was provided by Respondent #29:

There would be computer systems in charge of finding errors so more
likely they would be found.

4.5.4 The vVote Electronic Voting System
Voter Trust

As with the previous system, the first question for the vVote electronic voting system
asked participants to rate their level of trust or distrust in the system to meet various
requirements of an election. The results for this question can be seen in Figure 27
and Table 11. Figure 27 once again presents the results in the form of a stacked bar
chart for ease of visualisation.

The results for the vVote system are similarly mixed as those for the iVote system.
As with iVote, three of the listed requirements—“accurately collect votes”, “accurately
count votes” and “return election results in a timely manner”—showed high levels
of trust from respondents. The remaining five requirements showed higher levels of
distrust, but to a lesser extent than for iVote. Once again, a larger proportion of
respondents entered a response of ‘don’t know’ than for the existing paper-based
voting system.

Respondents reported the greatest level of trust in the vVote system’s ability to
return election results in a timely manner, with with 87.9% of respondents report-
ing that they ‘trust’ (37.0%) or ‘strongly trust’ (50.9%) the system to meet this
requirement. Interestingly, the number of responses reporting strong trust in the
vVote system to meet this requirement exceeded that for the iVote system (50.9%
versus 45.1%), respectively).

A substantial majority of respondents trusted the vVote system to accurately collect
and count votes, with over 80% of respondents reporting that they ‘trust’ or ‘strongly
trust’ the system to meet both of these requirements.

The remaining five requirements showed higher levels of distrust among respondents,
with approximately 30% of respondents reporting ‘distrust’ or ‘strongly distrust’ in
the vVote system’s ability to resist tampering attempts, maintain voter privacy and
anonymity, and be accessible and usable by all voters. These five requirements also
showed the highest proportion of responses in the ‘neither trust nor distrust’ and
‘don’t know’ category.

Question 17 of the survey collected open-ended text responses from participants
regarding their trust in the vVote electronic voting system, by asking the question
“Briefly explain why you gave these ratings.”



The iVote Online Voting System
Q15: In a few words, please explain your answer to the previous question.

Risk of hacting | 30.00%

Checks and balances are not sufficient/not effective _ 17.14%
Dependent on implementation and technical skills of election officials _ 16.43%
Tampering is easier to detect electronically _ 15.71%
Identification of voters is not effective _ 7.14%
Problems with 2016 eCensus _ 6.43%
No system is 100% reliable _ 5.00%
Checks and balances are effective _ 4.29%
System is not sufficiently transparent _ 4.29%

Voter verification (positive) - 2.14%

Risk of voter coercion/bribery l 0.71%
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Code Frequency (% of respondents)

Fig. 26: Frequency of codes for Question 15
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Tab. 11: Question 16 detailed response data
The vVote Electronic Voting System
Q16: How much would you trust or distrust this system to meet the following
requirements for an election?
STRONGLY DISTRUST NEITHER TRUST STRONGLY TRUST DON'T TOTAL WEIGHTED
DISTRUST TRUST KNOW AVERAGE
NOR
DISTRUST

Accurately collect 1.16% 9.25% 6.36%  52.02% 20.48%  1.73%
votes? 2 16 11 90 51 3 173 4.01
Accurately count 0.58% 6.36% 520% 41.62% 45.09% 1.16%
votes? 1 11 9 72 78 2 173 4.26
Resist attempts to 7.51% 20.23% 24.86%  28.90% 15.03%  3.47%
tamper with the 13 35 43 50 26 6 173 3.25
election?
Protect the 5.20% 20.23% 21.39%  31.79% 19.08% 2.31%
privacy of voters? 9 35 37 55 33 4 173 3.40
Ensure that 6.43% 20.47% 19.30%  33.33% 17.54%  2.92%
all votes are 11 35 33 57 30 5 171 3.36
kept anonymous?
Be accessible to 2.89% 21.39% 18.50%  37.57% 15.61%  4.05%
all voters? 5 37 32 65 27 7 173 3.43
Be usable by all 4.68% 23.98% 23.39%  30.99% 13.45% 3.51%
voters? 8 41 40 53 23 6 171 3.25
Return election 1.16% 2.31% 8.09%  36.99% 50.87%  0.58%
results in a timely 2 4 14 64 88 1 173 4.35

manner?
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The vVote Electronic Voting System
Q16: How much would you trust or distrust this system to meet the following
requirements for an election?

Accurately count votes?

Resist attempts to tamper with the election?
Protect the privacy of voters?

Ensure that all votes are kept anonymous?

Be accessible to all voters?

Be usable by all voters?

Return election results in a timely manner?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
[ strongly distrust [ Distrust Neither trust nor distrust [ Trust [JJj Strongly trust [ Don't know

Fig. 27: Question 16 results

The results of qualitative coding of these free-form responses is shown in Figure 28
as a proportion of the total number of participants who provided a response to this
question.

Among the open-ended responses, the most common comment was regarding the
vVote system’s vulnerability to cyber attacks such as hacking or denial of service,
with 24.7% of respondents listing this as a concern. Related to this were responses
commenting that the system would be vulnerable to tampering (10.7%), had privacy
concerns (9.3%), and would not sufficiently keep votes anonymous (7.3%). Only a
small number of respondents (4.0%) commented that they would trust the vVote
system’s voter verification feature.

A representative response was provided by respondent #47:

Once again, I found this system dangerous because of its leave of reliance
on digital system that are open for hacking. The system could crash, the
data could be stolen or altered. This would also open up the issue of
people changing [their] mind and calling up claiming the system has the
wrong vote recorded. The system then has no way to know if the person
has just changed their mind and lying or there was a hack. (sic)

And another by respondent #40:



Risk of cyber attack (hacking)
Accessibility is poor (technology literacy)
Fast speed of election results

Vote count is accurate

Vulnerable to tampering

Accessibility is poor (older voters)

Not enough information about system
Concerns regarding voter privacy
Similar to existing system

Accessibility is poor (disabled voters)
Does not maintain voter anonymity
Accessibility is good (general)
Resistant to tampering

No human intervention (positive)
Voter verification would be effective
Protects voter privacy

Maintains voter anonyminity

System is not sufficiently transparent
Checks and balances are not sufficient
Voter identification is insufficient
System is cumbersome or outdated
Cited 2016 eCensus failure
Accessibility is poor (general)
Accessibility is good (remote voters)
Accessibility is poor (remote voters)
System is more modern/less cumbersome

Risk of vote buying or coercion

The vVote Online Voting System

Q17: Briefly explain why you gave these ratings.

I 24 .7 %

I 16.0%

15.3%

I 12.0%
I 10.7%
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Fig. 28: Frequency of codes for Question 17
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As one of the younger generations, I suppose I am skeptical of just how
easy it is to track data. Numerous companies have faced litigation due to
it, and I don’t know if I would trust the integrity of an electronic system.

A substantial number of respondents raised concerns regarding the accessibility and
usability of the vVote system, with 16.0% of responses mentioning a potential dif-
ficulty for voters who were not comfortable with or did not have easy access to
technology. A number of responses additionally raised concerns regarding accessib-
ility for older voters (10.7%) and voters with disabilities (8.0%). A representative
response was provided by respondent #110:

Seems like a straightforward process but would require the technology to be
sound and working completely on the day and ensure there is redundancy
should failure occur. Not sure how elderly people would cope.

One respondent (#44) pointed out logistical and cost concerns when using a fully
electronic voting system with existing polling places:

Most buildings where polling booths are located do not have sufficient
power points/supply/access to be able to power numerous touch screens
and other computers etc. A large portion of the population would require
assistance to cast a vote electronically. The overall numbers of computer
required is mammoth and so unsustainable, specially as they would need
to be held in storage until the next election - this is also cost prohibit-
we and one of the reasons why timber voting screens were replaced by
cardboard.

In contrast to the above responses, 6.0% of respondents provided comments which
were positive about the general level of accessibility of the system.

Positive responses were also provided regarding the vVote system’s ability to provide
fast election results (15.3%) and an accurate count (12.0%). A representative re-
sponse was provided by respondent #37:

This system would make real time tracking of the results more accurate
and quicker.

10% of all respondents commented that they did not have sufficient information
about the system. As discussed in Section 4.3.5, this is somewhat unsurprising
given the lack of familiarity that respondents would have with the vVote system,
and the relatively complex nature of the system’s counting and voter verification
features. A representative response was provided by respondent #142:
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I don’t know enough about the security of the system to know if, once the
electronic data s collected, it can’t be tampered with, and linked back to
the person who submitted it.

Voter Understanding

Question 18 of the questionnaire asked participants to rate their understanding of
how different components of the vVote online voting system functioned during an
election.

A majority of respondents rated their understanding as ‘good’ for three of the system
components: voter registration (57.80%), casting a ballot (65.90%), and counting
of votes (52.91%). As with the iVote system, significantly more respondents rated
their understanding as ‘poor’ for “supervision of counting by candidates” (31.21%),
when compared to the existing paper-based voting system.

For the fifth component, “verification of election results by voters”, the number of
respondents rating their understanding as ‘poor’ was the same as that for both
the existing and iVote systems, within margin of error (21.97%). This result is
again notable because the vVote system incorporates end-to-end voter verification,
allowing voters to cryptographically confirm that their ballot was included in the
final tally.

This again confirms that there is a lack of understanding among voters of what
“voter verification” entails.

Results showing self-reported voter understanding of each component of the vVote
system are shown in Figure 29, with full results shown in Table 12.

Question 13 asked respondents to what extent their understanding of the vVote
system components impacted their level of trust in the system. 87.3% of respondents
selected ‘somewhat’ or ‘a great deal’ for this question.

Results for this question can be seen in Figure 30 and Table 13.

Detection of errors or tampering by election officials

Question 20 asked respondents whether they believed that unintentional errors or
deliberate tampering with the existing system would be detected by election officials.
Results of this question can be seen in Figure 31 and Table 14.

Negative responses to this question were on-par with those for the existing paper-
based system, with approximately 20% of respondents selecting ‘never’ or ‘rarely’.
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The vVote Electronic Voting System

Q18: How would you rate your level of understanding of how each part of the

voting system works?
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Fig. 29: Question 18 results

Tab. 12: Question 18 detailed response data
The vVote Electronic Voting System

Q18: How would you rate your level of understanding of how each part of the

voting system works?

POOR FAIR GOOD TOTAL WEIGHTED

UNDERSTANDING UNDERSTANDING UNDERSTANDING AVERAGE
Voter registration and obtaining ballot 4.05% 38.15% 57.80%
papers 7 66 100 173 2.54
Completing and casting a ballot 0.58% 33.53% 65.90%

1 58 114 173 2.65

Counting the votes and producing a 6.40% 40.70% 52.91%
result 11 70 91 172 2.47
Supervision of counting by 31.21% 37.57% 31.21%
candidates (scrutineering) 54 65 54 173 2.00
Verification of election results by voters 21.97% 42.20% 35.84%

38 73 62 173

2.14
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The vVote Electronic Voting System
Q19: To what extent do you think that your understanding of the system impacts
your level of trust in the system?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Fig. 30: Question 19 results

Tab. 13: Question 19 detailed response data

The vVote Electronic Voting System
Q19: To what extent do you think that your understanding of the system impacts
your level of trust in the system?

ANSWER CHOICES RESPONSES

Not at all 1.73% 3
Very little 10.98% 19
Somewhat 54.34% 94
A great deal 32.95% 57

TOTAL 173
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The vVote Electronic Voting System
Q20: If there were errors in counting votes or someone attempted to tamper with
the system, do you believe that it would be detected by election officials?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

) Never Rarely Sometimes [ very Often [ Always

Fig. 31: Question 20 results - voter belief in detection of errors or tampering

A majority of respondents (54.07%) selected ‘sometimes’, a significantly greater
amount than for the existing paper-based system.

As with the iVote system, only a minority of respondents were confident enough in
the system to detect errors or deliberate tampering ‘very often’ (25.58%) or ‘always’

(1.74%).

Question 21 was an open-ended question which asked respondents to provide free-
form responses explaining their answers to Question 20.

The results of qualitative coding of these free-form responses is shown in Figure 32.
Percentages are again provided as a proportion of the total number of participants
who provided a response to this question.

As with the iVote system, a relative majority of respondents (20.16%) provided
answers reflecting concern about the risk of hacking or other cyber attack, and that
the checks and balances were not sufficient (15.5%). Only a small number (1.55%)
cited the 2016 Australian eCensus as a contributor to their response.

A representative response was provided by Respondent #40:

It can be hard to trace electronic fraud. No matter how good the anti-
fraud process is, there’s always someone ahead of the game. If people
can hack pacemakers or insulin pumps, surely they’ll find a way to hack
voting machines.
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Tab. 14: Question 20 detailed response data

The vVote Electronic Voting System
Q20: If there were errors in counting votes or someone attempted to tamper with
the system, do you believe that it would be detected by election officials?

ANSWER CHOICES RESPONSES

Never 0.58% 1
Rarely 18.02% 31
Sometimes 54.07% 93
Very Often 25.58% 44
Always 1.74% 3
TOTAL 172

A smaller number of respondents commented that they did not have sufficient in-
formation about the system (9.30%) or that the system was not sufficiently trans-
parent (3.88%).

As with the iVote system, another common response was that their belief in the like-
lihood of errors or tampering being detected was dependent on the implementation
of the system and the technical skills of election officials (18.60%),

Positive responses included comments that errors or tampering are easier to detect
in electronic systems (11.63%) and that the checks and balances built into the iVote
system were effective (12.40%).

A representative response was provided by Respondent #129:

I think 1t would be relatively easy to build checks and balances into this
system that would show up any errors or deliberate false responses.

4.5.5 Demographic Comparison

As discussed in Section 4.4.2, a comparison was performed between two respondent
age groups: respondents between 25 and 34, and respondents between 55 and 64.
For the purposes of this comparison, the two groups will be referred to as “younger
voters” and “older voters”, respectively.

Tests for statistical significance were made when comparing responses, to a 95%
confidence level (p = 0.05). Statistical significance was measured using the in-built
comparison functionality of the SurveyMonkey results analysis tool.



The vVote Electronic Voting System
Q21: In a few words, please explain your answer to the previous question.

risk of hacking | I 20.16%
Dependent on implementation and technical skills of election officials _ 18.60%

Checks and balances are not sufficient/not effective _ 15.50%
Checks and balances are effective _ 12.40%
Tampering is easier to detect electronically [ N RGTNNIEING 1163%
Not enough information about system _ 9.30%
system is not sufficiently transparent || | | N NI 3.88%

Reliance on humans/no technology involved (negative) _ 2.33%
No system is 100% reliable _ 2.33%

Identification of voters is not effective [l 1.55%

Potential for spoiled ballots [l 1.55%

Voter verification (positive) - 1.55%

Problems with 2016 eCensus [l 1.55%
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Fig. 32: Frequency of codes for Question 21
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Q3: What is the highest level of formal education you have completed?
years old

Q2: 55 to 64
years old

0%  10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

. No formal education . Primary Secondary . Certificate or Diploma
) Bachelor's Degree  [JJj Master's Degree Doctorate/PhD

Fig. 33: Comparison of responses to Question 3, for age groups 25-34 and 55-64

Education level

There was a statistically significant difference in the number of respondents who re-
ported a Bachelor’s Degree as their highest level of educational attainment between
the younger voters (57.33%) and older voters (36.36%). A chart showing the com-
parison of these two age groups can be found in Figure 33.

The Existing Paper-Based Voting System

For the existing paper-based system, differences in responses between the two age
groups were not statistically significant for the majority of questions.

For the question of whether the voting system would “be accessible to all voters”,
both demographics responded with high levels of trust, but older voters were signi-
ficantly more likely to respond that they had ‘strong trust’ in the system to meet
this requirement, while younger voters were significantly more likely to respond with
‘trust’.

When asked whether the system would “return election results in a timely manner”,
younger voters responded ‘distrust’ at a rate of 47.54%, significantly different to the
25.58% for the older demographic. Conversely, older voters responded with ‘strongly
trust’ at a rate of 32.65%, compared with 4.92% for the younger demographic.

Finally, for the question regarding whether the participant believed that an error or
attempt to tamper with the voting system would be detected by election officials,
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The Existing Paper-Based Voting System
Q8: If there were errors in counting votes or someone attempted to tamper with the
system, do you believe that it would be detected by election officials?

Q2:25to 34
years old
Q2: 55 to 64
years old
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Fig. 34: Comparison of responses to Question 8, for age groups 25-34 and 55-64

younger voters responded with ‘rarely’ at a significantly higher rate than that for
older voters (27.87% versus 11.36%).

These results can be seen in Figure 34.

The iVote Online Voting System

For the iVote system, a number of significant differences were observed.

For the question of whether the iVote system could be trusted to “accurately collect
votes”, older voters were significantly more likely to respond with ‘neither trust not
distrust” (11.60% versus 4.92%). This which may reflect a lower level of comfort
and/or familiarity with online technologies among older respondents.

For the question of whether the iVote system could be trusted to “resist attempts to
tamper with the election”, younger voters were significantly more likely to respond
with ‘strongly distrust’ (24.59% versus 9.30%). Younger voters also showed a higher
rate of responses for ‘distrust’, though this difference was not statistically significant.
For the question of whether the iVote system could be trusted to “ensure that all
votes are kept anonymous”, younger voters were significantly more likely to respond
with ‘strong distrust’ (26.23% versus 6.98%).

As discussed in Section 2.7.1, a common argument for the use of online voting
systems is that it may increase engagement among younger voters. On the contrary,



4 A Cross-Sectional Survey of Australian Voters 96

The iVote Online Voting System
Q14: If there were errors in counting votes or someone attempted to tamper with
the system, do you believe that it would be detected by election officials?

Q2:25t0 34
years old

Q2: 55 to 64
years old
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Fig. 35: Comparison of responses to Question 14, for age groups 25-34 and 55-64

these results indicate that younger voters are more likely to distrust online voting
systems than their parents’ generation.

Finally, for the question regarding whether the participant believed that an error
or attempt to tamper with the iVote system would be detected by election officials,
older voters responded with ‘always’ at a significantly higher rate than that for
younger voters (6.98% versus 0%).

These results can be seen in Figure 35.

The vVote Electronic Voting System

The vVote system also showed several significant differences between the two demo-
graphics.

For the question of whether the vVote system could be trusted to “resist attempts
to tamper with the election”, older voters were significantly more likely to respond
with ‘strongly trust’ (23.26% versus 8.20%). For the question of whether the vVote
system could be trusted to “protect the privacy of voters”, younger voters were
significantly more likely to respond with ‘distrust’ (24.59% versus 9.30%). For the
question of whether the vVote system could be trusted to “ensure that all votes are
kept anonymous”, older voters were significantly more likely to respond with ‘neither
trust nor distrust’ (27.91% versus 11.48%).
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The vVote Electronic Voting System
Q20: If there were errors in counting votes or someone attempted to tamper with
the system, do you believe that it would be detected by election officials?

years old

Q2:25t0 34 I

Q2: 55 to 64
years old
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Fig. 36: Comparison of responses to Question 20, for age groups 25-34 and 55-64

As with the iVote system, these results suggest that younger voters are more likely
to distrust electronic voting systems than their parents’ generation.

Finally, for the question regarding whether the participant believed that an error or
attempt to tamper with the vVote system would be detected by election officials,
older voters responded with ‘very often’ at a significantly higher rate than that for
younger voters (33.33% versus 13.11%).

These results can be seen in Figure 36.

4.5.6 Discussion
iVote Accessibility

A substantial number of respondents reported concerns about the accessibility of
the iVote system. This is an notable result, given that one of the core motivations
for the introduction of the iVote system was to provide accessibility to voters who
have difficulty voting using the existing paper-based system [140, 141].

As noted in Section 2.3.1, the existing paper-based voting system used for Australian
federal elections does not provide a secret ballot for blind or visually impaired voters.
The introduction of the iVote system was intended to address this issue, and properly
afford a secret ballot to these voters.

It is important to note that blind or visually impaired persons are unlikely to have
been represented in the survey responses, and would be much more likely to respond
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positively towards a system which is targeted towards their use. It would be useful to
conduct a follow-up survey targeting this demographic, in order to obtain a measure
of trust in the iVote system from the section of the community who the system is
intended for.

Voter Verification - iVote and vVote

From the results of the survey, it was apparent that voters do not sufficiently un-
derstand the meaning of “voter verification” as it is commonly applied to election
systems.

In particular, answers to Question 6, 12 and 18 (the existing, iVote, and vVote
systems, respectively) showed that respondents claimed the same level of under-
standing of how each system provided “verification of election results by voters”,
within the margin of error for the survey. This is notable, as each system has a very
different capacity for voters to verify election results: the vVote system provides
cryptographic verifiability for voters to ensure their vote was included in the count;
the iVote system provides a telephone-based system to read back votes after they
are cast; and the existing system has no voter verifiability at all.

One reason for these results could be that “verifiability” is poorly understood by
voters, and the use of systems such as iVote and vVote (which claim voter-verifiable
results) is not widespread. Therefore, it is likely that respondents are not familiar
with the meaning of this term as it applies to election systems.

Demographic Comparison

As discussed in Section 4.5.5, significant differences were seen regarding the trust in
all three voting systems between younger voters and older voters. Overall, younger
voters were less likely than older voters to trust the ability of iVote and vVote to
resist tampering and protect the privacy and anonymity of voters. This is notable
given that a common justification for the use of electronic voting systems is to appeal
to younger voters and improve voter turnout, as discussed in Section 2.7.1.

It is important to note that younger voters were also less likely to respond with high
levels of trust in the validity of the existing paper-based voting system, although
these differences were not statistically significant.

A lack of trust in the election system among younger voters when compared to their
parents generation was noted by Foa and Mounk in 2016 [142, 143|:

Across numerous countries, including Australia, Britain, the Nether-
lands, New Zealand, Sweden and the United States, the percentage of



4 A Cross-Sectional Survey of Australian Voters 99

people who say it is “essential” to live in a democracy has plummeted,
and it 1s especially low among younger generations.

This finding was mirrored by the study conducted by Karp et al. discussed in Section
2.3.5. The use of voting systems which are trusted by voters will be an important
component in reversing this trend, but is likely to require a focus on issues external
to the election system itself.

Voting System Selection

The obvious question to be posed following these survey results is: “which voting
system should we use?”” The simple and unsatsifying answer is: “it depends”. No
voting system can encompass all use cases or requirements for an election, and
selecting a system requires careful analysis of the risks and benefits of that system.

An argued benefit of online voting systems is the ability to enfranchise voters who
cannot reach a polling booth on or prior to election day, and to extend a secret ballot
to voters who are currently unable to vote without assistance. This is a minority
of voters, but provides a worthy justification for the use of a well-designed online
voting solution.

In addition, there are compelling arguments for the use of a well-designed and imple-
mented poll-site electronic voting system during regular Australian federal elections,
following the approaches of E2E voting systems such as STAR-Vote and vVote.

Note, however, that the results of this survey indicate that Australian voters do not
currently trust electronic voting systems to the extent required for these systems to
collect a large proportion of results in an Australian federal election, and this lack
of trust is increased among younger voters.

Given the ongoing decline in trust towards the Australian electoral system demon-
strated by Karp et al. [33], any increased use of electronic voting systems needs to
be carefully considered if this trend is to be reversed. It is essential that any such
systems be properly designed and implemented, and also that voters be properly
convinced as to their benefits.

4.6 Survey Summary: The Importance of Trust and Voter
Education

The results of this survey pose challenges for the design and implementation of
future electronic voting systems to be used in Australian elections. For the most
part, survey respondents are happy with the existing paper-based system, and are
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unlikely to trust electronic systems unless they are satisfied that concerns regarding
security, privacy, and accessibility have been met.

Any future electronic voting system must be designed in such a way that a majority
of voters will trust the result of an election conducted using the system. This
will require both a focus on the technical security of the system, as well as the
accessibility of this technical design to voters.
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5 Future Work

Analysis of Future Australian Electronic Voting Systems

The increased usage of electronic voting systems in Australian elections remains a
consideration at both the commonwealth and state level, with a number of state
electoral commissions intending to either continue use of existing systems, or to
conduct trials of systems in the future. There remains a large amount of security
analysis which can be undertaken on existing systems or systems undergoing trials
prior to full implementation.

The use of electronic voting systems is of particular interest as a method for replacing
current remote voting methods such as the postal vote. This was a primary driver
for the use of the iVote system in New South Wales in 2015. A compelling area of
future research is to examine online voting options for Australian elections in greater
detail, and explore the increased use of remote and absentee voting (both paper and
electronic) and their impact on election security and voter trust in election outcomes.

The Electoral Commission of South Australia (ECSA), as part of its Disability
Access and Inclusion Plan, intends to conduct a trial of “alternate electronic methods
of voting” during the 2018 SA State Election [144]. This election is scheduled to
take place on 17 March 2018. If possible, it would be beneficial for any such system
to undergo analysis by qualified security researchers in partnership with the ECSA.

The New South Wales Electoral Commission (NSWEC) has planned an open tender
process to update the iVote online voting system for the 2019 New South Wales
state election, with a comprehensive Request for Proposals (RFP) scheduled to be
released in November 2017 [145]. If possible, it would be beneficial to perform an
analysis of the iVote system update in partnership with the NSWEC before it is
deployed for the 2019 state election.

Improvements to Survey Sample

There are a number of improvements which could be made to the survey of Aus-
tralian voters in any follow-up study, both in terms of the sample selection and
survey questionnaire.

As noted in Section 4.4.1, the final sample size was lower than desired due to resource
constraints, and resulted in a margin of error of 7.5%. Any follow-up survey would
be well served by increasing this sample size to provide for a margin of error of 5%
or lower.

In addition, as noted in Section 4.4.2, the final sample did not include any responses
from participants with no formal education, or who had only completed a primary



5 Future Work 102

school education. This excludes a significant portion of eligible Australian voters
from consideration in the survey results [137]. For future surveys, it would be
beneficial to better target collection in order to include a representative sample
from this demographic.

Finally, the survey questionnaire did not ask any demographic questions regarding
the respondent’s level of disability or whether or not they would be considered a
remote voter. As noted in Sections 2.7.5, 3.1, and 4.5, improving accessibility for
remote voters and voters with vision impairment is a primary design goal for a
number of electronic voting systems., notably the iVote online voting system.

There is an opportunity for a follow-up survey to target these demographics in order
to test the intended accessibility benefits of these systems, and to determine whether
any such benefits come at the expense of decreased voter trust in those systems. This
question was partially addressed in this survey, but did not specifically target the
intended users of these electronic voting systems and did not collect any information
to identify respondents who were members of these demographics.

Improvements to Survey Questionnaire and System Descriptions

The survey questionnaire could also be improved in several ways. As discussed in
Section 4.4.4, a number of open-ended responses were unable to be used, due to
the respondent not being aware that the ordering of each voting system page was
randomised. If participants were informed of this behaviour prior to beginning the
survey, these responses would be able to be incorporated.

As noted in Section 4.5.4, a number of respondents commented that they did not
have enough information about the design and operation of the vVote system in
order to properly answer questions regarding trust in the system. This issue was
expected prior to collection, and was discussed more detail in Section 4.3.5. A
trade-off was present between the ability to provide more information about each
system to participants, without causing the voting system descriptions (and the
survey overall) to become too long and onerous for participants.

One method to mitigate this problem would be for a future survey to specifically
target each voting system with a single questionnaire, such that each participant
receives only questions about one system. This would allow for more explanation
to be provided regarding the design and operation of each system, at the expense
of tripling the number of survey responses required for the same level of statistical
accuracy.
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6 Conclusion

In this thesis we have explored background and existing work in the field of elec-
tronic voting systems, including the unique security requirements of elections, the
specific characteristics of the Australian federal election system, and case studies of
electronic voting systems used in jurisdictions around the world.

We have presented an analysis of the iVote online voting system used for the West-
ern Australian State Election in February and March 2017, including: the system
design and security model; security issues associated with the use of a third-party
Distributed Denial of Service mitigation service; and a discussion of risks introduced
to the voting system as a result of this design. This analysis was presented to the
International Joint Conference on Electronic Voting in October 2017.

We have designed and conducted a cross-sectional survey of Australian voters with
the aim of determining the level of voter trust in three voting systems: the existing
paper-based voting system, the iVote online voting system, and the vVote electronic
voting system. We have presented the results of this survey, including a comparison
of the trust held by voters towards components of each system, and have provided
recommendations for improving voter trust in future electronic voting systems.

Finally, we have outlined future work which can be undertaken in this area, with
the aim of improving both the security and voter trust of electronic voting systems
used for Australian federal elections.

Voters require the ability to make informed decisions when using an election system,
both regarding their vote and also the system they are using to cast it. The election
is the foundation on which democratic government is built, and it is essential that
this foundation be based on trustworthy election systems.
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A Survey Questionnaire

The full survey questionnaire, including all questions in their default ordering, is
located in this appendix. These pages were generated using the “print survey”
functionality within the SurveyMonkey software used to conduct the survey.

The embedded videos used for the survey introduction and to describe each voting
system are not visible in the printed questionnaire. These videos can be found at
the following links.

1. Introduction video:
https://www.youtube.com/watch?v=hGKekNHWk2s
2. The Existing Paper-Based Voting System:
https://www.youtube.com/watch?v=oHpL8TYGG4o
3. The iVote Online Voting System:
https://www.youtube.com/watch?v=qJNZz1Ix1x0
4. The vVote Electronic Voting System:

https://www.youtube.com/watch?v=T6USNQWy7kI
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1. Introduction

Thank you for participating in this survey about electronic voting systems. Your opinions are important
and will be used to inform future voting systems which can be trusted by all Australians.

Please watch the brief introduction video below, and then click "next".
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2. Demographic Information

* 1. Are you an Australian citizen?
Yes

No

* 2. What is your age?
Under 18 years old
18 to 24 years old
25 to 34 years old
35 to 44 years old
45 to 54 years old
55 to 64 years old

over 64 years old

3. What is the highest level of formal education you have completed?
No formal education
Primary
Secondary
Certificate or Diploma
Bachelor's Degree
Master's Degree

Doctorate/PhD
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3. The Existing Paper-Based Voting System

These questions relate to the existing paper-based voting system for Australian Federal Elections.

There is a short video below describing how the system works. Please watch the video, and then
answer each of the questions.

4. How much would you trust or distrust this system to meet the following requirements for an
election?

Strongly Neither trust
distrust Distrust nor distrust Trust Strongly trust ~ Don't know

Accurately collect
votes?

Accurately count
votes?

Resist attempts to
tamper with the
election?

Protect the privacy of
voters?

Ensure that all votes
are kept anonymous?

Be accessible to all
voters?

Be usable by all
voters?

Return election
results in a timely
manner?




5. Briefly explain why you gave these ratings.

6. How would you rate your level of understanding of how each part of the voting system works?
Poor understanding Fair understanding Good understanding

Voter registration and
obtaining ballot papers

Completing and casting a
ballot

Counting the votes
and producing a result

Supervision of counting

by
candidates (scrutineering)

Verification of election
results by voters

7. To what extent do you think that your understanding of the system impact your level of trust
in the system?

Not at all
Very little
Somewhat

A great deal

8. If there were errors in counting votes or someone attempted to tamper with the system, do
you believe that it would be detected by election officials?

Never
Rarely
Sometimes
Very Often

Always

9. In a few words, please explain your answer to the previous question.
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4. The iVote Online Voting System

These questions relate to the iVote Online Voting System.

There is a short video below describing how the system works. Please watch the video, and then
answer each of the questions.

10. How much would you trust or distrust this system to meet the following requirements for an
election?

Strongly Neither trust
distrust Distrust nor distrust Trust Strongly trust  Don't know

Accurately collect
votes?

Accurately count
votes?

Resist attempts to
tamper with the
election?

Protect the privacy of
voters?

Ensure that all votes
are kept anonymous?

Be accessible to all
voters?

Be usable by all
voters?

Return election
results in a timely
manner?




11. Briefly explain why you gave these ratings.

12. How would you rate your level of understanding of how each part of the voting system
works?

Poor understanding Fair understanding Good understanding

Voter registration and
obtaining ballot papers

Completing and casting a
ballot

Counting the votes
and producing a result

Supervision of counting

by
candidates (scrutineering)

Verification of election
results by voters

13. To what extent do you think that your understanding of the system impact your level of trust
in the system?

Not at all
Very little
Somewhat

A great deal

14. If there were errors in counting votes or someone attempted to tamper with the system, do
you believe that it would be detected by election officials?

Never
Rarely
Sometimes
Very Often

Always

15. In a few words, please explain your answer to the previous question.
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5. The vVote Electronic Voting System

These questions relate to the vVote Electronic Voting System.

There is a short video below describing how the system works. Please watch the video, and then
answer each of the questions.

16. How much would you trust or distrust this system to meet the following requirements for an
election?

Strongly Neither trust
distrust Distrust nor distrust Trust Strongly trust ~ Don't know

Accurately collect
votes?

Accurately count
votes?

Resist attempts to
tamper with the
election?

Protect the privacy of
voters?

Ensure that all votes
are kept anonymous?

Be accessible to all
voters?

Be usable by all
voters?

Return election
results in a timely
manner?




17. Briefly explain why you gave these ratings.

18. How would you rate your level of understanding of how each part of the voting system
works?

Poor understanding Fair understanding Good understanding

Voter registration and
obtaining ballot papers

Completing and casting a
ballot

Counting the votes
and producing a result

Supervision of counting

by
candidates (scrutineering)

Verification of election
results by voters

19. To what extent do you think that your understanding of the system impact your level of trust
in the system?

Not at all
Very little
Somewhat

A great deal

20. If there were errors in counting votes or someone attempted to tamper with the system, do
you believe that it would be detected by election officials?

Never
Rarely
Sometimes
Very Often

Always

21. In a few words, please explain your answer to the previous question.
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B Qualitative Coding: Pre-set Codes

The pre-set codes using during the initial phase of qualitative coding were:

e Accessibility is good/poor

e Accuracy is good/poor

e Anonyminity is good/poor

e Privacy is good/poor

e Vulnerable/resistant to tampering

e Scrutineering is effective/not effective

e Voter verification is effective/not effective

e Counting speed is fast/slow
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